ASTRA V: SQL Server Express 2005 Configuration

To use SQL Server Express as the repository for Experiment and Sample Set data files, the following conditions are
required:

You must have an activation key supplied by Wyatt Technology to enable the “ASTRA w/Security Pack”
feature. This feature is sold as an add-on to ASTRA to provide additional security and support 21 CFR
Part 11.

Windows 2000 or XP Professional (XP Home does not support the minimum network requirements to run
ASTRA with the Security Pack feature enabled).

This document will take you through a series of steps to complete the configuration of establishing a SQL Server
Express database for use by ASTRA

o Step 1 — Setup User Accounts for ASTRA and database access
o Step 2 — Setup a database

» Step 3 — Configure database security

« Step 4 — Enable Discovery of the SQL Service

o Step 5 — Setup an ODBC connection to database

« Step 6 — Configure ASTRA to use the database
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Step 1 — Setup User Accounts for ASTRA and database access

When the Security Pack feature is enabled User accounts and Groups managed as Microsoft Windows User Accounts
and Groups are used to control access to ASTRA and its features. The Groups will also be used to control access to the
database.

A. Create the required Local Groups or Domain Groups for access permissions for ASTRA.

Once the Security Pack feature is enabled ASTRA will require a User Account membership in one of the following
Windows Groups.

NOTE: the group names that follow are case sensitive and there is one space between the word ASTRA and
the category description.

ASTRA Administrator

This group provides Administrative access permissions to ASTRA. Membership to this group
permits access to all features of ASTRA, including maintenance privileges to delete data. This
group has all of the privileges of ASTRA Researcher, ASTRA Technician and ASTRA Guest.

ASTRA Researcher

Ability to perform non-Administrative actions (create/modify data files, configuration of
instruments and data collection). Membership in this group excludes the ability to delete data.
This group has all of the privileges of ASTRA Technician and ASTRA Guest group.

ASTRA Technician

This group has the ability to use existing templates for data collection, analysis and saving
resulting form the usage of a template. The group of existing Sample Set and/or Experiment
Templates is restricted to templates created by an ASTRA Research or ASTRA Administrator
account and those installed with ASTRA. This group has all of the privileges of ASTRA Guests.

ASTRA Guest

This group permits read-only access permission to ASTRA and stored data. This group can open
data files for viewing analysis results and/or printing. This group does not have the ability to
modify stored data. This group can be used for auditing the log files and data.

B. Create necessary User Account(s); add the User Account(s) to one of the Groups from step A.
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Step 2 — Setup up a new database

There will be one or more databases managed by SQL Server Express upon completing the installation of SQL Server
Express.

We recommend that you create a separate database for use with ASTRA, Maintenance of the database(s) used by
ASTRA is easier when the database(s) only contains data accessed by ASTRA. We also recommend you to backup the
database(s) used with ASTRA on a daily basis.

Note: For explanation purposes, we will refer to the new database as “ASTRA_Experiment” (you may name the database
as you deem fit).

The following steps will guide you through the process of creating and configuring a new database for use with ASTRA:

A. Open SQL Server Management Studio Express.

B. When prompted with the “Connect to Server” window, type in the name of the server you are using (Local
machine is default)

C. Navigate to “Databases” section.

‘\ Microsoft SQL Server Management Studio

File Edit Wiew Tools Window  Community Help

2 wew auery | [y £ | O 5 B (B B B
Registered Servers +* 0 X Summary - X
i GEEE 2 E P-4 t [+ Ereport -
= | Database Engine

D sutesters . | SWTESTERG (SQL Server 9.0.1399 - WYATT \swtester)
Object Explarer +~ 0 x SWTESTERG 7 Ttemn(s)
Connect = 4 i}

= [b SWTESTERG (SOL Server 9.0,139
[ Databases
[ Security
[ Server Objects

[ Replication .__ISEI’V.EI' Qb]'ECtS
[ Management [ Replication
[ Motification Services A Management
l_% S0L Server Agent [ Motification Services
,_%SQL Server Agent
3 3
Pending Checkins i x
A Comments | 3+ 4] _i'l =
Mame Change type
Ready
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D. Right-click on Databases and select “New Database...”. The Database Properties dialog will be displayed:

F New Database

General
Options
Filegroups

Server
SWTESTERE

Connection:
WTAT T hswtester

2 View connection properties

‘S Script = E:ﬁ Help

FEX

D atabase name:

Owner:
[ Use fulltest indexing

D atabase files:

|ASTHA_E wperiment

Logical Mame | File Type

Autogrowth
ASTRA_Ewp.. Data By 1 MEB, unrestricted growth
ASTRA_Ewp..  Log 1 By 10 percent, unrestricted grawth
< >
Add

l[ Cancel ]

E. Select the owner for the database. To select, push the “...” button next to the “Owner” name:
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& Select Database Owner

Select these object types:

Loging

Object Types...

Enter the object names to zelect [examples):

Browse...

Cancel ] [ Help
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F. Push the “Browse” button to see the available options. Select from the list and press the “OK” button:

& Browse for Objects

E objects were found matching the types you selected.

HMatching objects:
Mame Type
[ASTRA Database User] Login
[BUILT IN*Administrators] Login
[BUILTIN U zers] Lagin
[MT &UTHORITYASYSTEM] Login
[za] Login
[ AT Thbfulgham] Login

[ u] 4 l [ Cancel ] [ Help ]

G. You will return to the “New Database” screen. Press the “OK” button to complete the database addition:

F New Database |ZI|E|E|
_:, Seript iz‘] Help

& View connection properties

i Executing < 2 >
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Step 3 — Configure database security

The Windows account Groups that were setup in “Step 1 — Setup User Accounts for ASTRA and database access”, will
be used to configure the security for the ASTRA_Experiment database.

A. In the “Object Explorer” pane, navigate to the user setup through Security -> Logins. Right click on the ‘Logins

node and select ‘New Login...’

)

#2 Microsoft 5QL Server Management Studio

File Edit Wiew Tools Window Community  Help
Denouery | Oy B B 0 65 A @ B @ BT,
Redqistered Servers * 0 X | Summary - X
ua.ﬂﬁjﬂ e E - %Listheportv
= l_J D_atabase Engine
[y swtesters D Loglns
I COhbijec r SWTESTERS\SecurityiLogins g Itemis)
Connect > & = |d T
= [ SWTESTERE (SQL Server 0.0, A — Created
- Eatab_f'ses 29| BUILTIN, Acministrators 7}25(2006
Lé] L;cun L ,_f.“ MT AUTHORITY{MNETWORK SERVICE 725(2006
m B Mew Login... r_’.‘\ MT AUTHORITY\SYSTEM 725(2006
Ay Fer » A sa 4/g/2003
AN pefresh b SWTESTERE|ASPHET 7}25{2006
& st 08 SWTESTERE|SQLServer200SMSF TEUserSWTES TERG$MSS, .. 7/25(2006
B SWITESTERS|ASPN 08 SWTESTERE | SQLServer200SMSSQLUSergSWTESTERGSMS, .. 7/25/2006
o5 SWTESTERESOLS B SWTESTERG!SQLTerver20055GLAgenkUser$S\WTESTERES, ., 7/25/2006
ﬁ SMWTESTERGLSOLS
ﬁ SMWTESTERGLSOLS
[ Server Roles
T mradanbiale v
< b3
Pending Checkins * 3 X
Acomments | 2~ 41 Ty j
Mame Change type
Ready
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B. Inthe “Default Database” field near the bottom of the dialog select ASTRA_Experiment.

F Login - New
Sel ¢ :
= Ly Script Hel
A General ; £ E:J] &
Server Roles
12 User M apping Login name: | Search...
A Securables
A Status (%) Windows authentication
() 80OL Server authentication
Certific:ate name: | |
onnection
ey name: | |
Server
SWTESTERE
Default database: !ASTHA_EXPEF!IMENT v |
Connection: ;
wYAT T hawtester Drefault language: | <default w |
27 View connection properties
[ QK. ] [ Cancel ]

C. Press the “Search...” Browse button following the “Login Name” field. The following dialog is displayed:

Select User or Group

Select this object type:

| User or Built-in security principal

| [ Object Types... ]

From this location:

|SWTESTEF|B

|[ Locations... ]

Enter the object name to select [examples):

Check Names

o) [Cowon ]

Alternately, you can select the “Advanced...” button to browse between your users/groups instead of
typing in the name.
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D. Select the location to authenticate against (usually your corporate domain):

Select User or Group

Select thiz object twpe:

|User or Built-in security principal

| [ Object Types... ]

Fram this location:

|SWTESTEF|B

H Locations... ]

Locations

Select the location you want to search.

Location:
- B SWTESTERE
= Entire Directary
- @ wayath. com

Mame

[ O | [ Cancel ]

E. Under “Object Types...” make sure the “Groups” box is checked.

Select User or Group

Select thiz object tupe:

User, Group, or Built-in security principal

Object Types

Select the types of objects you want ta find,

Object tppes:

Built-in security principals
Groups

ﬁ Users

L ak. ] [ Cancel

F. Configure User Group permissions

1. Select one of the ASTRA groups created in Step 1 and type in the name of the group in
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the ‘Enter the object name to select’ textbox (we used ASTRA Researcher)

Select User or Group

Select thiz object type:

|User, Group, or Built-in security principal

| [ Object Types... ]

Fram this location:

| wyatt. com

H Locations... ]

Enter the object name to select [examples]):

ASTRA Researcher

Check Mames

[ [1]8 _H Cancel ]
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2. Alternatively, if you are using the Advanced version, click “Find Now” and select the User
from your list.

Select User or Group

Select thiz object type:

|User, Group, or Built-in security principal | [ Object Types... ]

Fram this location:

|w_l,latt.c:0m |[ Locations... ]

Common Queries |

Mame: Starts with + | |
| |

Disabled accounts Stap

Mon expitng passwaord

Ok ] [ Cancel ]
MNarme [RON] E-Mail Address Description In Falder ™
!ﬁArenaUsers wyatt. comeS ant... =
ﬁ AST wyatt comdS ant...
@ASTHA Adri... wyatt. com//L sers
ﬁASTHA Guest vpatt, com/L zers
ﬁASTHA Tech... wiyatt, com/U sers
ﬂ ASTRAUzer! wpatt, com/U sers
ﬁ ASTR&User2 wyatt comdU sers
ﬂ ASTRAUzer3 wpatt, com/U sers
ﬂ ASTRAUzerd wpatt, com/U sers
[ £ ASTHRAUzerd wyatt. com/U sers 4

G. Press the “OK” button, which returns you to the “Login — New” screen. Make sure the login type is set to
“Windows authentication”.

F Login Properties - WYATTMSTRA Researcher : E|[z|
5 Seript = [ Hel
& General ‘5 =P U =P
154 Server Roles
Q‘ Uszer Mapping Users mapped to thiz login:
Qﬁ Securables Databaze Uszer Default Schema
& Status ASTRA_EXPERIMENT  WYATTNASTRA Ressarcher
master
model
mzdb
ResearchD ata
tempdb
< | =
Database role membership for: ASTRA_EXPERIMENT
C tio
[] db_accessadmin
Server [] db_backupaperator
SWTESTERSNSOLEXPRESS | db_ :
Connection: & db_datawriFer
SWTESTERS\wtcuser (/] db_ddladmin
[] db_denydatareader
4 Wiew connection properties [] db_denydatawriter
[] db_owiner
P [ db_securityadrin
Ready

QK. ] [ Cancel
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H. To add the group to the Database permissions, Select “User Mapping” from the left pane.

F Login Properties - WYATTMSTRA Researcher,

2 General

5 Server Fioles
154 User Mapping
5 Securables
& Status

Con

Server:
SWTESTERB\SOLEXPRESS

Connection:
SWTESTERS whouser

2 View connection properties

Feady

S Script = u Help

S(=1E

Users mapped to this login:

M ap [atabase
: ASTRA_EXPERIMENT

rnagker

model
mzdb
ReszearchD ata

tempdb

User D efault Schema
WTATTRWASTRA Researcher

[atabase role membership for: ASTRA_EXPERIMENT

[] db_accessadmin
[] db_backupoperator
db_datareader

[¥] db_datawriter

[#] db_ddladmin

[] db_denydatareader
[] db_denydatawriter
[] db_owiner

[] db_securityadmin
[¥] public:

Ok ] [ Cancel

I. Check the Map box for the ASTRA_Experiment database.

J. Set the Database roles for ‘ASTRA_Experiment’ in the lower section of the dialog, enable the following:

» db_ddladmin
» db_datareader
» db_datawriter

Note: db_owner should not be enabled, if enabled other user accounts might be restricted from
accessing the tables and records created by the specified user account.

K. Repeat steps A through J for all ASTRA access groups.

L. Exit the Management Studio.
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Step 4 — Enable Discovery of the SQL Service

You need to be able to “see” the SQL Server Express instance so you can connect to it. Therefore, you will need to
enable the SQL Server Browser.

A. Start the “Services” utility from the Administrative Tools menu.

: Services

File  Action  View
||
l% Services (Local)

Help

FE 2 e nm

: Services (Local)

SOL Server Browser

Stop the service
Pause the service
Restart the service

Descripkion:
Provides S0L Server connection
information ko client computers,

Marme Description Status Startup Tvpe | Log On As ] So
%Security Center Monikars s... Aukomatic Local System
%Server Supports fil...  Started Autonatic Local System
%Shell Hardware Detection Provides n...  Starked Aukomatic Local System
%Smart Card Manages a... Manual Local Service
%SQL Server (SOLEXPRESS) Provides st... Started Autonatic Metwork 5.,
%SQL Server Active Directory Helper Enables int... Manual Metwork 5.
i I i i n
%SQL Server Y35 Writer Provides th... Manual Local System
%SQLAgent:;MICROSOFTBCM Manual Local System
%SSDP Discovery Service Enables dis... Started Manual Local Service
%Symantec Antivirus Provides re.,, Started Automnatic Local System
%Symantec Antivirus Definition Watcher Monitors ... Started Autonatic Local System
Symantec Event Manager Evert prop...  Started Aukomatic Laocal System
%Symantec Metwork Drivers Service Symantec ... Manual Local System
Symantec Password Yalidation User accou, ., Manual Local System
%Symantec Settings Manager Settings st...  Started Aukomatic Local System
%Symantec SPBECSve Symantec ... Manual Local System
%System Event Motification Tracks sysk.,. Started Automnatic Local System
%System Restore Service Performs s...  Started Autonatic Local System
%Task Scheduler Enablesa... Started Automatic Local System

%TCPIIP MNetBIOS Helper Enables su...  Starked Aukomatic Local Service v

n £

\ Extended A Standard /

B. Make sure the “Startup type” is set to “Automatic”,
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SQL Server, Browser Properties (Local Computer)

General |Log On | Recovery | Dependencies

Service name:  SOLBrowser

Dizplay name:

Descriptian: Provides SOL Server connection information to
= client computers.

Path to executable:
"c:\Program Files\Microzoft SOL Server\0%Sharedhsglbrowser. exe”

Startup type: Automatic v

Service status:  Started

[ Stop ] [ Pauze ]

Y'ou can specify the start parameters that apply when you start the service
frarm here.

and that you have started the service.
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Step 5 — Setup an ODBC connection to the database

ASTRA communicates with the ASTRA_Experiment database via an Open Database Connectivity (ODBC) connection.
The ODBC enables ASTRA to use local or remote databases.

Note: Depending on your network security permissions, this step may require that you log onto the local computer with an
account with Administrative permissions.

A. Logon to the computer which will be running ASTRA.
B. Open Data Sources (ODBC).

Windows XP:

Windows 2000:

navigate to Start, Control Panel, Administrative Tools and select Data
Sources (ODBC).

navigate to Start, Settings, Control Panel, Administrative Tools and
select Data Sources (ODBC).

The ODBC Data Source Administrator will be displayed.

&7 ODBC Data Source Administrator @@
UserDSN  System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

System Data Sources:

Name Driver A Add... I
ASTR.A Experiment 50LServer JERETY
ASTRA System Mictosoit Access Driver [“n

Configure...

v

< >

An DDBC System data source stores information about how to connect to
@ the indicated data provider. A System data source it visible to all users
on this machine, including NT services.

oK | Cancel | ‘ Help ‘

C. Select the System DSN tab in the Administrator and press Add to create a reference to the existing SQL Server
Database created in Step 2 — Configure SQL Server Database. The Create new Data Source dialog will be

displayed:
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Create New Data Source @

Seclect a driverfar which pau wank ta sot up @ data source.

Hame [ v
Microsoft ODBC far Oracle 2
Microsoft Paradox Driver [.db ] 4
Microsoft Paradox-Treiber (“.db ) 4
Microsoft Test Driver [".tst: “.cev] 4
Microsoft Tew-Treiber [*.kt; ".cav) 4
Microsaft Visual FoxPra Driver [
Microsoft Visual FoxPro-Treiber E
S0OL Mative Clignt 2

23
£ >

Finish Cancel
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D. Select “SQL Server” and press Finish. The Create a New Data Source to SQL Server dialog will be displayed:

Microsoft SQL Server DSN Configuration @

This wizard will help you create an ODBC data source that sou can use to
connect to SOL Server

Hame: [A5TRA Experiment SOLServer

How do you want to describe the data source?

Desciiptior: [0 Server Expeiiment Database

‘which SO Server do vou want to connect to?
Sewer. [WYATTSOFTDEV3 |

Firish News | cocsl | Hep |

E. Enter a unique name for the ODBC connection and select the server hosting the SQL Server Database.

F. Press Next to proceed to the next step. The Microsoft SQL Server DSN Configuration will be displayed:

Microsoft SQL Server. DSM Confipuration @

Haws should SOL Server verify the suthenticity of the login 127

(+ With Windaws NT authentication using the netwark login 1D

¢~ With SOL Server authentication using 3 login ID anc password
entered by the Lser

To change the network: library used to communicate with SEL Server,

click Client Configuraticn
Client Configuration

v Connost t SOL Servor to obtain dofaul coltings for the
v Lecs 3
additional canfigurstion optiohs.

< Back Mext > I Cancel J Help

G. Select “With Windows NT authentication using the network login ID”.

H. Enable “Connect to SQL Server to obtain default setting for the additional configuration options”. Press Next to
proceed to the next step. The following dialog will be displayed:
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Microsoft SQL Server DSN Configuration @

V' Use ANS quoted idenlifers.
V' Uise ANS| nuls, paddings and warmings,
Fi Tt

Back [ Ne> tacdl | Hep |
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I. Enable “Change the default database to:” and select the SQL Server Database from Step 2 — Configure SQL
Server Database. Press the Next to proceed to the next step. The following dialog will be displayed:

Microsoft SQL Server, DSN Configuration E]

I~ Change the language of SOL Server system messages o

| ]

¥ Peifarm translation ‘o character data

r— Use regianal setfings when cutputting currency, numbess, dates and
Hirness.

I Save long running queries to the log file:

I

Long query time [milliseconds]:

I Log DDBC driver statistics to the log fils:

<Back Frish | Coneel | Heb |

J. Press Finish to complete the setup.The following dialog will be displayed:

ODBC Microsoft SQL Server Setup &]

& new ODBC data source will be created with the following
configuration

Microsoft SUL Server ODBC Driver Yersion 03.85.1117

Data Source Name: ASTRA Experiment SULS erver

Data Source Description: SGL Server Experiment Datasase
Server WYATT-SOFTDEYZ

Database: [Default]

Language: [Default)

Translate Character Data: res

Log Long Runnng Queries: No

Log Driver Statistics: No

Use litegrated Security: Yes

Use Regional S=ttings: Mo

Prepared Statenents Option: Drop temporary procedures on
disconnect

Use Failover Server: No

Use AMS| Quoted |dentifiers: es

Use AMS| Mull, ®addings and Warmings: ‘Yes

Data Enciyptior: No

T YestDate Souice., ok | cancel |

K. Press “Test Data Source...” to validate the setup. If successful, the following dialog will be displayed:

SQL Server ODBC Data Source Test E|

Test Results

Microsoft SAL Server ODBC Driver Version 03851117
Running cornectivity tests.

[Attempting cannection

Connection established

erifying option settings

Discannecting from server

TESTS CORPLETED SUCCESSFULLY!

L. Press OK to close the SQL Server ODBC Data Source Text dialog.
M. Press OK to close the ODBC Microsoft SQL Server Setup dialog.
N. Press OK to close the ODBC Data Source Administrator dialog.
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Step 6 — Configure ASTRA to use the database

ASTRA must be configured to use the ASTRA_Experiment database. This step will guide you through the process of
enabling database usage for the storage of Experiments and Samplesets and connecting to the ASTRA_Experiment

database.
A. Install ASTRA.
B. Enable the Security pack feature in ASTRA (this feature enables 21 CFR compatibility).
1. Run ASTRA
2. From the System menu, select Feature Activation. The following dialog will be displayed:
Feature Activation g|
Feature Key &
Base LSModule = rErroswsr 9-6WZE
e
OEI:,:::‘,;:““ME Analysis
3. Select “ASTRA V w/Security Pack” in the first feature entry and enter the Security Pack key
received from Wyatt Technology and Press the Close button.
4. Exit ASTRA, to enable the Security Pack feature.
The next logon will require that you enter a user name, password and domain associated with
an ASTRA access group setup in steps B through C to use ASTRA.
5. Run ASTRA, logon with an account with ASTRA Administrative group membership.
From the System menu, select Database Administration then select Connect to Database. The
Select Data Source dialog will be displayed:
7. Select the Machine Data Source tab, then select the ODBC SQL Server database connection that
was established in Step 3 — Setup ODBC connection to SQL Server Database.
8. Press OK to close the dialog.
Exit ASTRA to start using the selected database.
10. Run ASTRA, logon with an account with ASTRA Administrative group membership.
11. From the System menu, select Database Administration then select Properties. The Database
Properties dialog will be displayed:
Select Data Source @@
File Data Source  Machine Data Source }
Data Source Name Type Description ~
A5TRA Experiment $QL%er.. Swstem  SOL Server Experiment Database
ASTRA System System  Astra 5 System Database
dBASE Files User
Excel Files User
GMSales_Mktg System  GoldMine Sales and Marketing Datab
GMS ales_Mktg Contacts System  GoldMine Sales and Marketing Conta
GMS ales_Mktg Spstem System
GMSve_Support Dats Systemn  GoldMine Service and Support @
Mew
A Machine Data Source is specific to this machine, and cannot be shared.
"'User" data sources are specific to a user on this machine. *'System’ data
souces can be used by all users on this machine, or by a system-wide service.
[0 ] camel Help
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12. Close the dialog by pressing Close.

B Database Properties
Label | Walue
Server Name WYATT-SOFTDEYZ
Data Source Hame  ASTRA Experimert SQLServer
Database Path ASTRA_E kperiment
User Name 0
ODBC Version 03.52.0000
Driver Name: SOLSAV3I2DLL
Driver Yersion 03851117
DEMS Name Microsoft SOL Server
DBMS Version 08.00.0760
< >
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