ASTRA Firewall Configuration

Firewall Configuration

Firewall software is an integral part of most business environments these days. Unfortunately, the default settings for most
of these products disable/block the communication of the ASTRA software with Wyatt Technology instruments
(DAWN HELEOS/TREQS, ViscoStar & Optilab rEX) via a TCP/IP network

If the client computer running ASTRA has an enabled firewall, a few specific TCP ports must be opened for instrument
communication. The ASTRA installer will add any necessary Windows Firewall exceptions during the install. If a firewall
other then the Windows Firewall is used, you must enable the following firewall exceptions:

TCP Port Exceptions required by ASTRA:
0 135 (Wyatt Instrument Communication)

Application Exceptions

O astra.exe

O isiu.exe

O Wwsisu.exe

o0 diagnosticmanager.exe

Note: The default application installation path for these files is “C:\Program Files\WTC\ASTRA 5.x", where x corresponds to the minor
version of the installed software.

Optional: TCP Port Exceptions (non-ASTRA related Wyatt Technology software)
0 9001 (HELEOS/TREOS Instrument Communication)
0 9002 (ViscoStar Instrument Communication)
0 9003 (QELS Instrument Communication)

Note: The DAWN HELEOS/TREOS instrument has an embedded QELS option. The QELS
option requires TCP Port 9003.

This document contains configuration instructions for the Windows Firewall in Windows XP, and ZoneAlarm by ZonelL abs.

Windows XP Firewall

Configuring the Windows Firewall

1.
2.

From the Start menu, choose “Control Panel”.
In the control panel, open the “Windows Firewall”

If the Windows Firewall is “Off” and will never be used, you can skip these instruction. Many corporate networks have
a firewall for the entire site and disable the firewall on individual client machines.

If the Windows Firewall will be used, ensure that it is “On”, in the Windows Firewall dialog, and verify that the “Don’t
allow exceptions” check box is NOT set.

*= Windows Firewall X

General | Exceptions | Advanced

“windaws Firewall helps protect your computer by preventing unautharized users
from gaining access to your computer through the Intemet or a network.,

@ ©10n frecommended)
This setting blocks all outside sources from connecting ta this
computer, with the exception of those selected on the Exceptions tab.
[]Don't allow exceptions
Select thiz when you connect to public networks in less secure
locations, such as airports. vou will not be notified when Windows

Fireveall blocks programs. Selections on the Exceptions tab will be
ignored

@ O OFf [not recommended])

Auwoid using this setting. Tuming off ‘windows Firewall may maks this
computer mare wulnerable to vitusss and intruders

“windows Firewall is using pour domain settings.

‘what else should | knovs about windows Fiewall?
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5. Select the “Exceptions” tab. You will need to add a Port and four programs to the “Programs and Services” exception
list. Press the “Add Port” button.

%2 Windows Firewall gl

General| Exceptions | Advanced

“wfindows Firewall is tumed off. Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recammend that you click the
General tab and select On

Programs and Services:

Marme

W] File: and Printer Sharing
Remate Assistance

O Remate Desktop

[ UPnP Framework

[(addPogam.. | [ addPor. |[ Edi. |

Display & notification when Windowes Firewall blocks a pragram

“what are the risks of sllowing exceptions?

6. Configure the port settings:

a. Enter “Wyatt Communications” in the “Name” field.
b Enter “135” in the “Port number” field.

C. Select the TCP radio button.

d Press the ‘Change Scope’ button.

Add a Port X

Use these seftings to open a port thiough ‘wWindows Firewall. To find the port
number and pratocol, consult the documentation for the program or service you
want to uge.

Mame: |Wyatt Communications |

Port number: | 135 |

@® ICP OUpr

What are the risks of opening a port?

7. Confirm that the “Any computer (including those on the internet)” option is selected. Press OK to return to the “Add a
Port” dialog.

To zpecify the zet of computers for which thiz port or program iz unblocked, click an
option below,

To zpecify a custom list, type a list of IP addresses, subnets, or both, separated by
COMMas.

(O My network [subnet) anly
(O Custom list:

Example: 192.168.114.201,192.168.114.201/255.255.255.0

Ok H Cancel ]

M6001 Rev B 20f11



ASTRA Firewall Configuration

8. Press OK to complete the “Add a Port” process.

Add a Port

want to use.

Usze theze settings to open a port through “Windows Firewall. Ta find the port
number and protocol, consult the documentation for the program or service wou

X

Mame: |Wyatt Communications

Port number: | 135

[ORIn Oupp

‘wihat are the risks of opening & port?

ot (o

9. Note: You can safely ignore any error message indicating that the port “cannot be added. An entry for the same port

already exists.” This error just means another application required TCP Port 135, and has already configured your
system appropriately. Go on to the next step.

Windows Firewall

@ The port "TCP 135 (whyatt Communications) cannot be added. An entry for the same port 'TCP 135 (DCOM) already exists,

10. Press the ‘Add Program’ button. Press the ‘Browse’ button.
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To allow communications with a pragram by adding it to the Exceptions list,
select the pragram, or click Browse ta search for one that is not listed

Programs:
E sk Builder
ﬂ Create Fescue Diskettes

@ Diagnostic Manager

@ Drive Image 2002

Empower Login

%} ImageExplorer

é Intemet Explarer

@l Outlook Express

(ﬁ Fiegister &cquisition Server Printers
HvF Editar

ﬂ windows Messenger

Add a Program r5__<

Path: |C “Program Files\Poweruest\Diive lmage 20 ‘ [ Browse. . ]
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11. Navigate to the ASTRA install location (usually at “ C:\Program Files\WTC\ASTRA 5.x”, where x is the minor version

number).
a. Select ASTRA.exe
b. Press the ‘Open’ button.

12. The ‘Add a program’ dialog will now include the ‘ASTRA.exe’ program in its list. Click the OK button.

Browse E]@

Lookin | 55 Asta 5.3 ol @ * e m-

(CiDatabase
(CiReports
My Documents ) 5ample Dats
astra,exe
- S diagnosticmanager.exe
il Do

My Computer | |Jwishexe

o
My Hetuwork
Places
Desktop
Favortes | Files of type Applications [* sxe: com? iod) v

Add a Program g|

To allow communications with & program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is naot listed.

PBrograms:
& A5TRA.exe A
&l Boot Disk Builder
ﬁ Create Rescue Diskettes
@ Diagnostic Manager
@ Drive Image 2002
E Empower Login
%’ ImageE splarer
& Intemet Explorer
L'S] Outlook Express
;fﬁ Fegister Acquizition Server Printers
E! WF E ditar 3

Path: | C:\Program Files\Ww T ChAstra ViASTRA exe

o (o

13. Repeat steps 8-10 for the diagnosticmanager.exe, isiu.exe and wisiu.exe programs (located in the same directory as

astra.exe).

14. When finished, the Windows Firewall ‘Exceptions’ page should look similar to the image below, and should contain

the following entries:

a. ASTRA.exe

b. Diagnostic Manager

c. ISIU.exe

d. WISIU.exe

e. Wyatt Communications

M6001 Rev B
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%= Windows Firewall FZI

General | Exceptions ‘ Advanced

Windows Firewall iz blocking incoming network, connections, except far the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk,

Programs and Services:

Name

ASTRA exe
Diagnostic Manager
[ File and Printer Sharing
151U exe

Fiemote Assistance

[J Remate Desklop

O UPAP Framewark

ommUnications

[(addPogam. | [ addPor. J[  Edi. ][ Dekw

Dizplay & natification when \Windows Firewall blocks a program

Wwhat are the risks of allowing exceptions?

15. Note: If you received an error on Step 7 (indicating Port 135 was already in use), you will not see “Wyatt

Communications” in the list at right. You can safely ignore this and continue with the rest of the configuration.

%= Windows Firewall

General| Exceptions | Advanced

Windaws Firewall is blocking incoming network, connections, except far the
programs and services selected below. Adding exceplions allows some programs
to work better but might increase your secuirity rigk,

Programs and Services:

Narme

ASTRA. exe
Diagnostic Manager
O File and Printer Sharing
15IU.exe

Remate Assistance

[ Remote Desktop

[ Add Program.. ] [ Add Part... ] [ Edit... I [ Delete

Display a notification when “windows Firewall blocks a program

Ww/hat are the risks of allowing exceptions?

16. Press OK to save all settings and close the Windows Firewall

ZonelLabs Firewall

Configuring ZoneAlarm

1. When ZoneAlarm is running, a tray icon will be shown. Right-click on this icon (which usually shows up as a
“ZA” icon), and select “Restore ZoneAlarm Control Center.”

i4 start ExsBIDBEEED-
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2. Select the “Program Control” option, and the “Program” tab.

ﬂ ZoneAlarm

Overview

Firewall

Anti-viris
Wonitoring

E-mail
Protection

Alerts & Logs

aram Controljogram

N
INTERIET ]

Program Control

FE&

PROGRAMS

fj" {5 |Slj=m]

All Systems Active
@ Help

Main Programs

These are the programs
that have tried to access
the Intsrnst or local
netwiork, slong wit the
permissions they were
given

permissions by left
clicking the ¥, 7 and
“check” icons

Ancess Allows &
program ta actively
retrieve information on
the Internet or network

Server: Allows a program
to passively listen for
unsolicited contact from
the Internet or netwark.
“ery few programs
require server rights.

Send Mail: Allovws &
program ta send and
receive e-mall

Programs .

=1 Application Layer &
Common Client User
& Firstox

=1 Generic Host Proce
&4 GoldMine 6.7 for W1
B8] Internet Explorer
S

7 LA Shell (Export v
@B Microsaft (R) Devel...
@] Microsatt Office Ou..
™ oracle RDEMS Ker..
= savRoam

™ Services and Cortr..
B stypeexe

™ Spooler SubSystem...
™ S6L Server Servic..
¢ Surround SCM Cliert
1 symantec Antivirus
=1 TCRIP Ping Command
A TestTrack Pro Client

Access Server
Trusted Infernet Trusted Internet

?

EEIRVIEVIEVIEVIESIESEVIES IEVIESELIEVIEVIEVIES IESES IRV IES]
EVIENIENIENIENVIENIESIENIENIENIENIENIENIEN IENIEN 14BN IEN BN

o) ) [ [ [ [ [ [ [ ) [ ) [ [ )

J
J
J
J
J
?
J
J
J
J
J
J
J
J
J
J
J
J
J

Entry Detail
Froduct name

File name

Last policy uptiste
Version

Last modified date
File sizs

Microsotte Windows® Operating System

CWNDOWSISY STEMS2\ALG EXE

813112005 16:15:02 eld
5.1.2500.2180 (xpsp_sp2_rtm.040803-2158)

8/4/2004 4:00:00

43KB

3. We will need to add three programs to ZoneAlarm'’s list, ASTRA.exe, ISl.exe, and DiagnosticManager.exe. Click the

“Add” button, then

navigate to

the

“C:\Program Files\WTC\Astra 5.x”

Browse

Loak i | 7 Astra 6.3

installation

path for

4 02 e E

N ElDatabase
@Repnrts
My Documents | | Sample Data
astra.exe
- %diagnost\cmanager.exa
p_%g EISIU.BXE
My Camputer Dwisu.exe
by M etwark,
Places
Desklop
* File name: | hd | [ Open ]
Favorites Filez of type: |App\icalions [*.ewe;" com;"icd) i3 | [ Cancel ]
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the ASTRA software.

This

is

typically
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4. Select astra.exe, diagnosticmanager.exe, isiu.exe and wisiu.exe files and press Open:

Browse @
Look jn: = | o 2 m-
vy |[C)Database
[_,7 [CiReports
My Documents %55”1!3'9 Data
8 Bl
tdy Computer i
J
My Nebwark,
Places
Desklop
* File name: |"aslra.exe" “diagnosticmanager. exe’ "isiu exe” ¥ ‘ [ Open I
Favorites Filess of bypes |Appl\cations [".exe;".com:™icd) v ‘ [ Cancel I

5. All three of these programs must be configured to allowed to access the network, and to function as servers. The
“Program Control” screen allows you to configure “Access” and “Server” settings for each program. By default, the
programs are configured to ask the user each time a program attempts to access the network, or to function as a
server. This is signified in the user interface by displaying a “?” for each column).

[} ZoneAlarm g@@
e TFTD @ 1 §@3 3 proGrams
N
INTERIET /fiHieian (8] All Systems Active
@Help
Program Control Main Programs
) These are the programs Access Server o)
OVErVIEW  thei have fried to access frosnms 4 Trusted Internet Trusted Internet i
“‘; ‘”"E"(“E‘I or ‘DC:'h " = spglication Layerc..| P ? | ? P
i network, along with the + +
firewdl permissions they were B A3TRAY T ?LP® B
Program  Siven Common Cliert User..| o 7 o ?
Control I I
il ChEg progiem &) Diagnostic Managsr ? ? ? 7
':“t_"t-""_us permissians by left & Firefox N N ? P
lonitoring lickir
e Egﬁ:;?ﬂ:z:s Fand T seneric Host Prace... | o o X
-miail
Protastion B coldvine 6.7 forvi. J 2 | 2 P
ACCESS: ﬁ““;’t“s E‘ {Bj ternet Explorer o | | ? 2
program to actively
SR e e T 7 2|7 %
the Internet or netyvork :] LS Shell (Export ¥ o iF 7 7
Server: &llows a program 8 Micrasot (R Devel.. | J J ? ?
to passively listen for @] Microsoft Office Ou o ar ) 7
unsolicted cortact from
the Internet or network Closcerommsker..| J | ? 72
Wery few programs 1 savRoam E m
renuire server rights ] services and Cortr i o ? ?
Send Mail Allows & B siypeee J J J J
program to send and ™ spooler SubEystem of ? ? ?
o | |
ettt s ™ sl server Servic. o o ? 7
€ Surround SCM Client | J af ? ?
T symantec Antivieus | J ? ? 7 o
Entry Detail
Add

6. At this point, you must decide how secure your firewall needs to be. If you feel confident in the security of your
network, you can configure the software to allow “Access” and “Server” support for the “Internet” setting, avoiding the
need for further configuration. A more secure configuration is to leave the “Internet” columns at the default “?” (ask)
setting, configure the “Trusted” columns to permit access, then add each Wyatt instrument to the list of known
(trusted) systems.

7. To allow network access to the trusted zone of your network, click on the question mark for one of the programs (e.g.,
the “ASTRA V" program) under the “Access” column, “Trusted” field, and select “allow”. The question mark will
change to a green check-mark.

th; InteLnetI or Ioc;lh " T spplication Layer G..| P ? ? ?
Firewall network, along with the

permissions they were @ ASTRA Y J ? 7 ?
Proaram  Given. [T1 Common Client User...| ? ? ?
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8. Repeat this step for the “Server” column, “Trusted” field.

9. Repeat steps 7 and 8 for each of the programs (“ASTRA V”, “Diagnostic Manager”, and “ISI").

mluneklarm
Z[INE

Overview

Firewall
Program
Control

Anti-virus
Monitoring

E-mail
Protection

Alerts & Logs

WTERIET /o

Program Control

These arethe programs
that have fried to access
the Internet or local
netwark, along with the
permissions they were
given

Change program
permissions by left
clicking the X, 7 and
“check” icons

Access: Allows a
program to actively

retrieve informetion on
the Internet or network

Server: Allows a program
to passively listen for
unsolicted contact from
the Internet or network
“ery few programs
require server rights

Senct Mail: Allows &
program to send and
receive e-mail

@ " Q@ =D erocrams
| 2

All Systems Active

@ Help

Main Programs

Access Server
Trusted Internet Trusted Internet

Programs '

™ application Layer &
&) ASTRA Y |
[[] common Client User
@ Diagnostic Manager [
& Firetox

ﬂ Generic Host Proce.. ..
B Galdnine &7 for ...
i8] Internet Explorer

] =]

= L5 Shell (Export v
@ Microsoft (R) Devel..
|®] Microsoft Office Ou
] Oracle RDBMS Ker..
T savRoam |
™ services and Cortr
B shupeexe |
] Spooler SubSystem
: SOL Server Servic.. |

A [ [ [ [ [ [ [ [ [ [ ()
S L e e e IR E L LTS JEVIES JEN)

(1D € o [ D o) D o) )
1 (13 € [ [+ (13 190 133 [+ 103 102 [ D 10 | 03 [sn3 3 [

-~

Entry Detail

Product name Diagniostic Manager
Fils nams CrDevelopmentil sgacy 51530 Debugl DiagnosticManagsr sxe
Last policy update Net applicable
ersion 5150

Last modified date BI3172005 16 56:38
File size 11072 kB

b

Add

%

10. Another way to make these changes is to respond to any “ZoneAlarm Security Alert” pop-pup windows for ASTRA,

Diagnostic Manager, or ISI and select the “Remember this setting” box, and select the “Allow” button. This will
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] ZoneAlarm Security Alert

5 CHANGED PROGRAM
ISl is trying to access the trusted zone.
Identification: Mot available in Zonedlam

Application: 1510 exe
Destingtion IP: - 127.0.0.7:Port 3003

More Information Available:

Thiz program hag changed since the last tme it ran!

SmartDefense Advisor

i Want ta have fewer alerts?

Find out hiow.

= i

Aemember this seffing,

[ Alloy ] [ Deny ]
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11. Most corporate environments use DHCP to assign IP addresses to computers on the network. In most cases, your
Wyatt instrument will be assigned an IP address via DHCP. Consequently, you should specify a valid range of IP

addresses as your “Trusted” zone so that any reassignment of IP addresses does not prevent data collection.

a. If you wish to add each instrument individually, go to Step 12.
Otherwise, select the “Firewall” tab on the ZoneAlarm control screen:

m ZoneAlarm

INTERIET /N IAiE
Firewall
B Use this tak to add
Overview  compters and networks
10 your Trusted Zone
Firewall

Example: Put & computer

Program O network vou want o
Control  Share with irto the
Trusted Zone
Anti-virus
Monitoring  a traffic sources not
E-mail listed here are in the
Protection Internet Zone by defaut:

Alerts & Logs

EEX

1 £330 = procrams
e All Systems Active
@ Help
Main Zones

Hame IP Address / Site: Entry Type Zone
Broadcom Netxireme 57...  172201125/25525500 | Adapter 5.  Internet
Logphack adspter 127.0.01 IP Address | Trusted
Entry Detail

()

I | BT

b. Click on the “Add >>" button. This will pop up a menu asking you to choose between “Host/Site”, “IP Address”, “IP
Range”, or “subnet”. Select the “subnet” range.

c. Adialog will be presented allowing you to specify the IP address and subnet mask.

Add Subnet X

sul

Add a subnet to your Trusted Zone by completing the fields below. Name the

who you'te not

Add

bnet for easy reference later so you always know who you're tusting and

Zone Trusted A
IP Address . .
Subnet Mask . .

Description ‘

=

d. Fill in the starting IP address range and subnet mask, which you can get from your system administrator. Press
the OK button to add the subnet.
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Add Subnet X

Add

fdd a subnet to your Trusted Zone by completing the fields below. Name the
subnet for easy reference later s you always know who youle tusting and
wha youlte ot

Zone Trusted -

IF Address w2 o .0

Subnet Mask | 295 . 285 . O 1}

Description | Local Trusted Network
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e. Press the “Apply” button to update your settings:

m ZoneAlarm

Ouerview

Firewall
Program
Control

Anti-virus
Monitoring

E-mail
Protection

Alerts & Logs

Click here

INTERNET nm“““lu: @

All Systems Active

(1 §E3 3 procrams
i

@Help

Firewall Main Zones
Use this talato add Name IP Address | Site Entry Type Zone A
f;;nglﬁ?;i;lin?;:;rks Brozdcom Metxtreme 57 172201 125/255 25500 Adapter 5 | Internet

Loophack adapter 127.0.0.1 P Address Trusted
xamgle;cut a.compuler Local Trusted Network 17220000255.25500  Subnet Trusted
or netwark you weant to
share with into the
Trusted Zone.
Alltratfic sources not
listed here are inthe
Internet Zone by cefault

Entry Detail

Mame Local Trusted Metwork

Zone Trusted

Ertry Type Subnet

IP Address / Site 172.20.0.0/255255.0.0

f.  You are done. You should be able to access these instruments from ASTRA and the Diagnostic Manager without

further problems.

12. To add an instrument, click on the “Add >>" button. This will pop up a menu asking you to choose between
“Host/Site”, “IP Address”, “IP Range”, or “subnet”. In most cases, the best approach is to add the Wyatt instrument
name using the “Host/Site” option. If you select the “IP Address” option, you may need to change the IP Address if the

instrument receives a new IP Address via the DHCP server. So, select the “Host/Site” option.

13. A dialog will be presented allowing you to add the instrument (or instruments) you need:

Add Host/fSite X

Add

Add a'web host/site ta your Trusted Zone by completing the fislds below.
Name theWeb host/site for easy reference later so you always know who
you're tusting and who pou're nat.

Zohe Trusted hd
Host nsme —[vatt-sth

Desciiption  [HELEOS Instrument]

14. Press the “Lookup” button to get the current IP address for the instrument, the press the OK button.
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Add Host/Site 3

Add

Add a'Web host/site ta your Trusted Zare by completing the fields below.
Mame the Web hast/site for easy reference later 3o pou always know who
you're tusting and who pou're nat.

Zone Trusted -
Host nsme —[vatt-sth

Deseription  [HELEOS Instrument

172.201.215
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15. Note: If ZoneAlarm requests permission to access the trusted network, select “Remember this setting” and click the
“Allow” button:

] ZoneAlarm Security Alert
REPEAT PROGRAM

Zone Labs Client is trying to access the
trusted zone.

|dentification: Mot available in Zonedlam
Application: zZlclient. exe
Destingtion IP: - 172.20.1.1:0N5

More Information Available:

Thiz program haz previously azked for Intermet access.

SmartDefense Advisor

Want bo have fewer alerts?

Find out bow,

[ Al ] [ Deny ]

16. Repeat steps 12-15 for each instrument you wish to monitor or control from this workstation.

[ ZoneAlarm |ZJ|EJ@

; @ " BET =1 procrams
1N 1
HITERUET. oty () All Systems Active
@ Help
Firewall Main Zones
S Use this tab to acd Hame IP Address / Site Entry Type Zone
f:?:lfir:‘;li";\::rks Broadcom Netéireme 57... 1722011251255, 255000 | Adepter S..|  Internet
Firewall Loopback acapter 127001 P Address | Trusted
Example. ut sucompyder HELEOS Instrument wyett-sit-h Hostiste Trusted
Program 0 network you wart to
Control  Share wih it the Optilab REX weyett-050-rex Host/Site Trusted
ARTvir e Trusted Zone WiscoStar wyatt-100-vis Haost/Stte Trusted
Monitoring 4 trafiic sources not
E-mail listed here are in the
Protection Inernet Zone by defaul
Alerts & Logs
Entry Detail
(e
I | T

17. Now push the “Apply” button so that these changes take effect.

18. You are done. You should be able to access these instruments from ASTRA and the Diagnostic Manager without
further problems.
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