ReadMe — Windows DCOM Configuration

The ASTRA software package uses Distributed Component Object Model (DCOM) communication over a TCP/IP network
to communicate with certain Wyatt Technology instruments.

Important: The ASTRA software package also uses TCP/UDP ports for communication over a TCP/IP network to
communicate with Wyatt Technology instruments. If you will collect or monitor data, you also will need
firewall exceptions on the computer running ASTRA. Please follow the firewall configuration instructions:

ReadMe — Windows Firewall Configuration (M6001)

Modification of the DCOM configuration is required on computers running ASTRA that will collect or monitor data from any
of the following:

o ViscoStar
o ViscoStar-ll
o Optilab rEX

The DCOM configuration instructions do not apply to Optilab T-rEX instruments or other Wyatt Technology instruments
not listed above.

Note: Windows Administrator privileges will be required to complete the DCOM configuration process.

The following instructions detail how to configure the DCOM permissions:
1. Accessing DCOM Security Limits

e Standard Method (use alternative method if access is blocked)
A, WINAOWS XP SP2 ...ttt Page 2

B. Windows VISTA or WINAOWS 7 ...cooiiiiiiiiiii e Page 4
e Alternative Method
C. AlIWINAOWS VEISIONS ..ooiiiiiieiiiiieeeiiieee ettt et e et e s e e e e snneeas Page 6
2. Modifying DCOM Security Limits
® Al WINAOWS VEISIONS ..eeiiiiiiiiiiieiiiiee e eitieee ettt et e e st e e s nte e e srneeeeesnneeeeeens Page 9
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1. Accessing DCOM Security Limits

A. Standard Method for Accessing DCOM Security Limits on Windows XP SP2

1. From the Start menu, choose Control Panel.

2. From the Control Panel, select Administrative Tools, then select Component Services.
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3. Expand the Component Services tree on the left pane to display My Computer as shown in the image

above.
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4. Right-click on the My Computer entry and select Properties.
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5. The Edit Limits buttons displayed on the COM Security tab of the My Computer Properties dialog can be
disabled by the existing Local security policy settings. If they are disabled proceed to page 6, step 2 C
Alternative Method for Accessing DCOM Security Limits.

My Computer Properties

General Optiors ~ Default Properties
Default Pratocols MSDTC | COM Security

Access Permissions

“r'ou may edit who iz allowed default access to applications. Y'ou may
alzo et limitz on applications that determine their own permissions.

EditLimits.. | EdtDefaul.. |

Launch and Activation Permizsions

“r'ou may edit who iz allowed by default to launch applications or
activate objects. You may alzo zet limitz on applications that
determine their own permissions.

Edit Limits... Edit Default...

[ ()8 ][ Cancel ]

6. Proceed to page 9, step 3 Modifying DCOM Security Limits.

M6006 Rev D1

Page 3 of 10



ReadMe — Windows DCOM Configuration

B. Standard Method for Accessing DCOM Security Limits on Windows VISTA and

Windows 7

1. Press the Start button, typically in lower left corner, to open the Start Menu.
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4. Expand the Component Services tree on the left pane to display My Computer as shown.
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5. Right-click on the My Computer entry and select Properties, the My Computer Properties dialog is

displayed.

General Options Default Properties
Default Pratocols | MSDTC COM Security

Access Permissions

“r'ou may edit who iz allowed default access to applications. Y'ou may
alzo et limitz on applications that determine their own permissions.

EditLimits.. | EdtDefaul.. |

Launch and Activation Permizsions

“r'ou may edit who iz allowed by default to launch applications or
activate objects. You may alzo zet limitz on applications that
determine their own permissions.

Edit Limits... Edit Default...

[ ()8 ][ Cancel ]

6. The Edit Limits buttons displayed on the COM Security tab of the My Computer Properties dialog can be
disabled by the existing Local security policy settings. If they are disabled proceed to page 6, step 2 C
Alternative Method for Accessing DCOM Security Limits.

7. Proceed to page 9, step 3 Modifying DCOM Security Limits.
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C. Alternative Method for Accessing DCOM Security Limits

If the Edit Limits buttons displayed on the COM Security tab of the My Computer Properties dialog are

disabled, their settings can be adjusted via Local Security Policy settings.

1. From the Start menu, choose Control Panel, then select Administrative Tools, then select Local Security

Policy.

2. Expand the Security Settings tree on the left pane to display Security Options as shown.

& Local Security Settings

File  Action Wiew Help

@Interactive logon: Do not require CTRL+ALT+DEL
<

£
I@ Security Settings Policy Security Setking A
+- (8 Account Policies [88] Accounts: Administratar account status Enabled
= (8 Local Poliies Accounts: Guest account status Disabled
(8 Audc ED"CY ! Accounts: Lirnit: local account use of blank passwords ko console logon only Enabled
# (8 User B'ghts .\.155|gnment P.ccounts: Rename administrator account Administrator
+ D%blisceii::t:o?cpi's:ns Accounts: Rename guest account Guesk
4[] Software Restriction Palicies Audit: Audit the access of global system objects Disabled
i lg IP Security Policies on Local ¢ Audit: Audit the use of Backup and Restore privilege Disabled
Auci' Shut down system immediately if unable to log security audits Disabled
£ 5 in Sec £ Languac 2 :
COM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) synkax Mot defined
Devices: Allove undock without having ko log on Enabled
Devices: Allowed to Format and eject remaovable media Administrators
Devices: Prevent users from installing printer drivers Disabled
Devices: Restrict CD-ROM access ko locally logged-on user only Disabled
Devices: Restrict Floppy access to locally logged-on user only Disabled
Devices: Unsigned driver installation behavior Silently succeed
Domain controller: Allow server operators to schedule tasks Mot defined
Domain controller: LDAP server signing requirements Mot defined
Domain controller: Refuse machine account password changes Mot defined
Domain member: Digitally encrypt or sign secure channel data (always) Enabled
Domain member: Digitally encrypt secure channel data (when possible) Enabled
Domain member: Digitally sign secure channel data {when possible) Enabled
Domain member: Disable machine account password changes Disabled
Domain member: Maximum machine account password age 30 days
Domain member: Require strong {Windows 2000 or later) session key Disabled
Interactive logon: Do not display last user name Disabled
Mot defined bt

3. Right-click DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL)
syntax and select Properties to display the Template Security Policy Setting for Access Restrictions.

DCOM: Machine Access Restrictions in Security Descri... ["7

Template Security Policy Setting :

g. DCOM: Machine Access Restrictions in Security Descriptor
al’ Drefinition Language [SDDL) syntax

If the security descriptor iz left blank after defining the policy setting in the
template, the policy setting will not be enforced.

S_ec:urit__l,_l desc:_riptor:

|

Ok H Cancel ]
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4. Press the Edit Security button to display the Access Permission dialog.

Access Permission

Security Limits l

G[DUD Or User names:

!ﬁ Everyone

Add... | Remove |
Permissions for AMONYMOUS
LOGOM Allow Deny
Local Access O
Femote Access B
] | Cancel |

5. Inthe Access Permission dialog, select ANONYMOUS LOGON, then enable Allow for Remote Access.

Then press OK to apply the change and close the Access Permission dialog.

Press OK to apply the changes and close the Template Security Policy Setting for Access Restrictions.

Right-click DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL)
syntax and select Properties to display the Template Security Policy Setting for Launch Restrictions.

8. Press the Edit Security button to display the Launch Permission dialog.
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DCOM: Machine Launch Restrictions in Security Descr... E|Fz|

Template Security Policy Setting -

g. DCOM: Machine Launch Restrictions in Security Descriptor
al’ Drefinition Language [SDDL) syntax

If the security descriptor iz left blank after defining the policy setting in the
template, the policy setting will not be enforced.

Securly descriptor:

[ Ok H Cancel ]

| P PRI G Edit Security... k

Launch Permission

Security Limits l

G[DUD Or User names:

!ﬁ Adminigtrators [RTHOMAS \Administrators]

!ﬁ Everyone

Add | Remove |
Permizzions for Everyone Deny
Local Launch |
Femote Launch F
Local Activation F
Femote Activation |
] | Cancel
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9. Inthe Access Permission dialog, select ANONYMOUS LOGON, then enable Allow for Remote Access.
Then press OK to apply the change and close the Access Permission dialog.

10. Press OK to apply the changes and close the Template Security Policy Setting for Launch Restrictions.
11. Close the Local Security Policy window.
12. Complete step 3 A to enable Distributed COM.
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2. Modifying DCOM Security Limits
A. Enable Distributed COM in the My Computer Properties dialog.

My Computer Properties Ejg|
Default Protocols MSDTC COM Security
General Options Default Properties

I¥ Enable Distibuted COM on this computer
™ Enable COM Intermet Services on this computer
Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Lewvel:

Connect j

The imperzonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
uzing the client's identity.

Drefault Impersonation Level:

Identify ~|

Security for reference tracking can be provided if authentication is used
and that the default imperzonation level iz not anonymous.

™ Provide additional security for reference tracking

[ Ok H Cancel ]

B. Select the COM Security Tab on the My Computer Properties dialog.

Note: If the Edit Limits buttons are disabled see 2 C Alternative Method to Edit COM Security Limits.
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General Options Default Properties
Default Pratocols | MSDTC COM Security

Access Permissions

“r'ou may edit who iz allowed default access to applications. Y'ou may
alzo et limitz on applications that determine their own permissions.

EditLimits.. | EdtDefaul.. |

Launch and Activation Permizsions

“r'ou may edit who iz allowed by default to launch applications or
activate objects. You may alzo zet limitz on applications that
determine their own permissions.

Edit Limits... Edit Default...

()8 ] [ Cancel
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C. Press Edit Limits for Access Permissions, to display Access Permission dialog.

My Computer Properties E| Fz|

General Options
M5SDTC

D efault Properties

Default Protocols COM Security

Access Permissions

“r'ou may edit who iz allowed default access to applications. Y'ou may
alzo et limitz on applications that determine their own permissions.

Edit Limits... D\SJ EdtDefaul.. |

Launch and Activation Permizsions
“r'ou may edit who iz allowed by default to launch applications or
activate objects. You may alzo zet limitz on applications that
determine their own permissions.

Edit Limits... Edit Default...

[ ()8 ][ Cancel ]

Access Permission
Security Limits l

G[DUD Or User names:

qOUS LOGON

Add... | Remove |
Permissions for AMONYMOUS
LOGOM Allow Deny
Local Access |
Remaote Access i

N

Cancel |

=]

D. Inthe Access Permission dialog, select ANONYMOUS LOGON, then enable Allow for Remote Access. Then
press OK to apply the change and close the Access Permission dialog.

E. Press Edit Limits for Launch Permissions, to display Launch Permission dialog.

My Computer Properties E| Fz|

General Options
M5SDTC

D efault Properties

Default Protocols COM Security

Access Permissions

“r'ou may edit who iz allowed default access to applications. Y'ou may
alzo et limitz on applications that determine their own permissions.

| EdtDefaul.. |

Edit Lirnits...

Launch and Activation Permizsions

“r'ou may edit who iz allowed by default to launch applications or
activate objects. You may alzo zet limitz on applications that
determine their own permissions.

Edit Default...

Edit Limits... Q{J

[ ()8 ][ Cancel ]

Launch Permission

Security Limits l

G[DUD Or User names:

!ﬁ Everyone

!ﬁ Adminigtrators [RTHOMAS \Administrators]

Add... | Remove |
Permizzions for Everyone Allow Deny
Local Launch |
Femote Launch F
Local Activation F
Femote Activation F

Cancel |

=]

F. Inthe Launch Permission dialog, select Everyone, then enable Allow for Remote Launch. Then press OK to
apply the change and close the Launch Permission dialog.

G. Press OK to apply the changes and close the My Computer Properties dialog.

H. Close the Component Services window.
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