Windows XP Service Pack 2 & Vista Configuration

This document covers the computer configuration steps necessary to use the ASTRA V software application to
communicate with Wyatt Technology instruments (DAWN HELEOS/TREQOS, ViscoStar & Optilab rEX) via a TCP/IP
network.

Distributed Component Object Model (DCOM)

ASTRA V and its monitoring tool (DiagnosticManager) use DCOM to communicate with Wyatt Technology instruments via
TCP/IP. With the release of Windows XP Service Pack 2 and Vista, Microsoft modified the security permission level
requirements for communication with networked devices using DCOM. This document explains how to modify the
permissions to allow communication with Wyatt Technology instruments via TCP/IP.

1. Configuring Requirements

2. Accessing DCOM Default Settings, refer to the corresponding operating system
e Windows XP SP2
e Windows VISTA

3. Modifying DCOM Properties

4. Alternative Method to Edit COM Security Limits

Firewalls

If the client computer running ASTRA has an enabled firewall, a few specific TCP ports must be open for communication
with Wyatt Technology instruments via TCP/IP. The software application installer will add the necessary firewall
exceptions to the Windows Firewall.

If a firewall other then the Windows Firewall is used, see “ReadMe — Firewall Configuration (M6001 Rev B)” for detailed
instructions.
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1. Configuration Requirements
It is not necessary to follow these instructions if either of the following is true:
e Analyzing existing data (not collecting or monitoring instrument data)

e Only collecting instrument data from the following Wyatt Technology instruments:

DAWN EOS
DAWN DSP
DAWN DSP-F
mINIDAWN
WyattQELS

O O O O O

Any of the following require adjusting the default DCOM configuration:

e Collecting and/or monitoring instrument data from one or more of the following Wyatt Technology instruments:

DAWN HELEOS
DAWN TREOS
ViscoStar
Optilab rEX

Note: The DAWN HELEOS/TREOQOS instrument has an embedded QELS option. The
QELS option has the same requirements as the DAWN host.

o 0O O O

e Using one of the following Windows operating systems:

o XP Service Pack 2 or higher
o Vista

Note: Administrative privileges will be required for the active Windows user log on to modify the configuration
parameters.

2. Accessing DCOM Default Settings Windows XP SP2

A. From the Start menu, choose Control Panel.

/& Internet Explorer ':‘J_;! My Computer
% Remote Desktop Connect...

‘3 My MNetwork Places
@ Microsoft Office Outlook

|" ol Panel

@ Microsoft Office Excel 2003 @, Set Program Access and
Defaults

@ Microsoft Office Word 2003

2 5QL Server Management Stu... fﬁ’g Administrative Tools 3
e Metwork Connections
=4

&é Printers and Faxes

9) Help and Support
p Search

=7 Run...

e :
All Programs D ‘_U ‘Windows Security
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B. From the Control Panel, select Administrative Tools, then select Component Services.

@ File  Action WYiew ‘Window Help
& =]fzal} £

I[D Console Rook My Computer 4 object{s)

= @ Component Services

—1-[_] Computers D D D D

Iy Computer
+ Q_ OftRg ' COM+  DCOM Config  Distributed Running
+ Event Viewer (Local) Applications Transacti... Processes
+ Services (Local)

C. Expand the Component Services tree on the left pane to display “My Computer” as shown in the image above.

D. Right-click on the “My Computer” entry and select Properties.
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+: Component Services :||E|[z|
@ File  Action Wiew ‘Window Help el x|
& = @@ 20| 8 =]
I[D Console Root_ Iy C;puter 4 objectis)

= @ Component Services
= 01 Conpuers [ I B BN
M DCOM Canfig  Distributed  Running
Transachi... Processes

+ My Computer
+ @ Event Wiewer (Local)|  Shop M3 DTC
+ Services (Local
¢ ) Refresh all components
Wi 3
Mew Window from Here

W

Help

Opens property sheet For the current selection,
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2. Accessing DCOM Default Settings Windows VISTA

A. Click the VISTA ‘start’ button, typically in lower left corner, this should bring up the Start Bar.

B. In the text box type ‘dcomcnfg’ then press enter.

==} E-mail
h‘ﬂj Windows Mail

ASTRA5.34.12

SQL Server Configuration Manager
!& Backup and Restore Center
P

%/ Paint
4]
g Dynamics 6.11.0.5

-.-.f Calculator
=)

@ Data Sources (QDBC)

SQL Server Business Intelligence
@@ Development Studio
r]

h "}f{" SQL Server Management Studic

»  AllPrograms

—

Internet
' Mozilla Firefox

swiester
Documents
Pictures
Music
Games
Recent ltems
Computer
Network
Connect To

\
Control Panel
Default Programs

Help and Support

TR £ O M Gmponentseees

Programs
[ deomenfg

- Search Everywhere
- Search the Internet

C. Double click on the ‘Computers’ Icon
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Hg- Component Services.

%. File Action Yiew Window Help

«=|xFD0cEE

swiester
Documents
Pictures
Music

Games
Recent Items
Computer
Network
Connect To
Control Panel
Default Programs
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(32 Console Root

I ‘G Services (Local)

& %: Component Senvices ==
» (@] Event Viewer (Local) Computers

Component Services

More Actions
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D. Expand the Component Services tree on the left pane to display

E. Right-click on the “My Computer”
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& Component Services

32

. File Action Yiew Window Help

“My Computer” as shown in the image above.

[ Cons
a®

i 1 Services (Local)

Actions
Computers B
More Actions »

5| H2EXE

entry and select Properties.

ile  Action View Window Help

11 Console Root
4 . Component Services
[ Computers
» [ Event Viewer (Local)
> G Services (Local)

Refresh all components
View

Properties

Actions
Computers

More Actions
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3. Modifying DCOM Properties

A. My Computer Properties for the Component Services will be displayed. Ensure that Distributed COM is enabled.

Default Protocols MSDTC COM Security
General Options Default Properties

I¥ Enable Distibuted COM on this computer
™ Enable COM Intermet Services on this computer
Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Level:

Connect j

The imperzonation level specifies whether applications can determine
wha is calling them, and whether the application can do operations
uzing the client's identity.

Drefault Impersonation Level:

Identify ~|

Security for reference tracking can be provided if authentication iz uzed
and that the default impersonation level is not anonymos.

™ Provide additional security for reference tracking

[ Ok H Cancel ]

B. Select the COM Security Tab on

the My Computer Properties dialog.

Note: If the “Edit Limits...” buttons are disabled see “3. Alternative Method to Edit COM Security Limits”.

General Options Default Properties
Default Pratocols | MSDTC j COM Security

Access Permissions

“Y'ou may edit who iz allowed default access to applications. You may
alzo et limitz on applications that determine their own permissions.

EditLimits.. | EdtDefaul.. |

Launch and Activation Permissions

*r'ou may edit who iz allowed by default to launch applications or
activate objects. You may alzo zet limits on applications that
determine their own permissions.

Edit Limits... Edit Default...

()8 ] [ Cancel
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C. Press Edit Limits for Access Permissions, to display Access Permission dialog.

My Computer Properties

~ Default Properties
COM Security

Options
M5SDTC |

General
Default Pratocols

Access Permissions

“Y'ou may edit who iz allowed default access to applications. You may
alzo et limitz on applications that determine their own permissions.

Edit Limits... D\SJ EdtDefaul.. |

Launch and Activation Permissions
*r'ou may edit who iz allowed by default to launch applications or
activate objects. You may alzo zet limits on applications that
determine their own permissions.

Edit Limits... Edit Default...

[ ()8 ][ Cancel ]

Access Permission
Security Limits l

G[DUD Or User names:

qOUS LOGON

Add... | Remove |
Permissions for AMONYMOUS
LOGOM Allow Deny
Local Access |
Remaote Access i

N

Cancel |

=]

D. Inthe Access Permission dialog, select “ANONYMOUS LOGON?”, then enable “Allow” for Remote Access. Press
OK to apply the change and close the Access Permission dialog.

E. Press Edit Limits for Launch Permissions, to display Launch Permission dialog.

My Computer Properties

~ Default Properties
COM Security

Options
M5SDTC |

General
Default Pratocols

Access Permissions

“Y'ou may edit who iz allowed default access to applications. You may
alzo et limitz on applications that determine their own permissions.

| EdtDefaul.. |

Edit Lirnits...

Launch and Activation Permissions
*r'ou may edit who iz allowed by default to launch applications or
activate objects. You may alzo zet limits on applications that
determine their own permissions.

Edit Limits... Q{J

Edit Default...

[ ()8 ][ Cancel ]

Launch Permission

Security Limits l

G[DUD Or User names:

!ﬁ Everyone

!ﬁ Adminigtrators [RTHOMAS \Administrators)

Add... | Remove |
Permizzions for Everyone Allow Deny
Local Launch |
Femote Launch F
Local Activation F
Femote Activation ]

Cancel |

=]

F. Inthe Launch Permission dialog, select “Everyone”, then enable “Allow” for Remote Launch. Press OK to apply
the change and close the Launch Permission dialog.

G. Press OK to apply the changes and close the My Computer Properties dialog.

H. Close the Component Services window.
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4. Alternative Method to Edit COM Security Limits

The “Edit Limits...” buttons can be disabled via Local security policy settings. If they are disabled the settings can be

adjusted via the Local Security Policy.

A. From the Start menu, choose Control Panel, then select Administrative Tools, then select Local Security Policy.

B. Expand the Security Settings tree on the left pane to display “Security Options” as shown.

& Local Security Settings

File  Action Wiew Help

FB @

CEX

I@ Security Settings Paolicy

Security Setting

+-_8 Account Policies
=8 Local Policies
+- L8 audit Policy
+- 8 User Rights Assignment
@ Security Options
+-[_] Public key Policies
+)-[_] Software Restriction Policies
+ .g IP Security Policies on Local ¢

F\ccounts: Administrator account status
F\ccounts: Guest account status
F\ccounts: Limit: local account use of blank passwords to console logon only
P.ccounts: Rename administrator account

F\ccounts: Renarne guest account

F\udit: Audit the access of global system objects

Eﬂ Audit: Audit the use of Backup and Restore privilege

| Asudit: Shut down system immediately if unable o log se

curity audits

ac| tor Definition Languac ax
DCOM: Machine Launch Restrictions in Security Descripkor Definition Language (SDOL) syntax
Devices: Allove undock without having ko log on

Devices: Allowed to Format and eject removable media

Devices: Prevent users from installing printer drivers

Devices: Restrict CO-ROM access ko locally logged-on user only
Devices: Restrict Floppy access to locally logged-on user only

Devices: Unsigned driver installation behavior

Domain controller: Allow server operators bo schedule tasks

Domain controller: LDAP server signing requirements

Domain controller: Refuse machine account password changes

Domain member: Digitally encrypt or sign secure channel data (always)
Domain member: Digitally encrypt secure channel data (when possible)

Domain member:
Domain member:
Domain member:

Domain member:

Digitally sign secure channel data {when possible)
Disable machine account password changes
Maximum machine account password age

Require strong {Windows 2000 or later) session key

Interactive logon: Do not display last user name
@Interactive logon: Do nok require CTRL+ALT4DEL

Enabled
Disabled
Enabled
Adrministrator
Guest
Disabled
Disabled
Disabled
Mot defined

Mot defined
Enabled
Administrators
Disabled
Disabled
Disabled
Silently succeed
Mot defined

Mot defined

Mot defined
Enabled
Enabled
Enabled
Disabled

30 days
Disabled
Disabled

Mot defined

v

C. Right-click “DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax” and
select Properties to display the Template Security Policy Setting for Access Restrictions.

DCOM: Machine Access Restrictions in Security Descri... E|E|

Template Security Policy Setting :

g. DCOM: Machine Access Restictions in Security Descriptor
al’ Drefinition Language [SDOL] spntax

I the zecurity descriptor is left blank after defining the policy setting in the

template, the policy seting will not be enforced.
Il Edit Security... k

H Cancel ]

S_ec:urit__l,_l desc:_riptor:

[ ok

D. Press the “Edit Security...” button to display the Access Permission dialog.

E. Follow the instructions for steps 2(H) above.

F. Press OK to apply the changes and close the Template Security Policy Setting for Access Restrictions.
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G. Right-click “DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) syntax” and

select Properties to display the Template Security Policy Setting for Launch Restrictions.

DCOM: Machine Launch Restrictions in Security Descr... Eg|

Template Security Policy Setting

Security descriptor:

g. DCOM: Machine Launch Restrictions in Security Descriptor
al’ Drefinition Language [SDOL] spntax

I the zecurity descriptor is left blank after defining the policy setting in the
template, the policy seting will not be enforced.

Edit Security... [:

l

Ok

H Cancel ]

H. Press the “Edit Security...” button to display the Launch Permission dialog.

I.  Follow the instructions for steps 2(J) above.

J. Press OK to apply the changes and close the Template Security Policy Setting for Launch Restrictions.

K. Close the Local Security Policy window.

M6006 Rev C

Page 9 of 9



