ASTRA V: SQL Server 2002 Configuration

To use SQL Server as the repository for Experiment and Sample Set data files, the following conditions are required:

Windows 2000 or XP Professional (XP Home does not support the minimum network requirements to run ASTRA
with the Security Pack feature enabled).

Step 1 — Windows User Accounts and Groups for access to ASTRA and SQL databases used by ASTRA.
Step 2 — A SQL Server database with “dbo” access permissions to create, read and write tables and records.
Step 3 — An ODBC connection on the computer running ASTRA to a SQL Server database.

Step 4 — One or more Windows User Accounts with Local or Domain Group membership in an ASTRA
recognized Windows Group account.
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Step 1 — Setup User Accounts for ASTRA and SQL Server Database Access

A. Create the required Local Groups or Domain Groups for access permissions for ASTRA.

When the Security Pack feature is enabled User accounts and Groups managed as Microsoft Windows User
Accounts and Groups are used to control access to ASTRA and its features.

Once the Security Pack feature is enabled ASTRA will require a User Account membership in one of the following
Windows Groups.

NOTE: the group names that follow are case sensitive and there is one space between the word ASTRA and
the category description.

ASTRA Administrator

This group provides Administrative access permissions to ASTRA. Membership to this group permits
access to all features of ASTRA, including maintenance privileges to delete data. This group has all of the
privileges of ASTRA Researcher, ASTRA Technician and ASTRA Guest.

ASTRA Researcher

Ability to perform non-Administrative actions (create/modify data files, configure hardware and collect
data. Membership in this group excludes the ability to delete data. This group has all of the privileges of
ASTRA Technician and ASTRA Guest group.

ASTRA Technician

This group has the ability to use existing templates for data collection, analysis and saving resulting form
the usage of a template. The group of existing Sample Set and/or Experiment Templates is restricted to
templates created by an ASTRA Research or ASTRA Administrator account and those installed with
ASTRA. This group has all of the privileges of ASTRA Guests.

ASTRA Guest

This group permits read-only access permission to ASTRA and stored data. This group can open data
files for viewing analysis results and/or printing. This group does not have the ability to modify stored
data. This group can be used for auditing log files and data.

B. Create necessary User Account(s); add the User Account(s) to one of the Groups from step A.
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Step 2 — Configure SQL Server Database
A. Run SQL Server Enterprise Manager.

B. Navigate to “Databases” section.

'Hi SOL Server Enterprise Manager - [Console Root'Microsoft SQL Servers\SQL Server Group'({local) (Windows NT)\Databases]  [Hi[m] E3

Bﬁ] File  Action Wiew Tools ‘Window Help |;|i|l|
c= | A@EXPRB[ 2% [N 0B

D Console Root Databases 10 Ikems

E|-- Microsoft SQL Servers
Eﬁ S0L Server Graup
E& (local) (windows NT)

=43

ASTRA_Exp... master model msdb

bases
ASTRA_Experiment
masker

model :
msdb pubs SeaPineDev... SeaPinelnci... SeaPineTes... tempdb
Morthwind

pubs
SeaPineDevelopment
SeaPinelncidents
SeaPineTestTrackPro
tempdb

ata Transformation Services

=3

-1 Management
-2 Replication
£
£
£

77 Security
#-[_] Support Services
-] Meta Data Services

C. Right-click on Databases and select “New Database...”. The Database Properties dialog will be displayed:

Database Properties - ASTRA_Experiment E

General | Data Files I Transaction Log |
Mame: IASTHA_EHperimenﬂ
D atabase
Status: [Unknown]
Owner: [Unknown]
Date created: [Unknawn]
Size: [Unknawn]
Space available: [Unknown]
Mumber of users: [Unknown]
Backup
Last database backup: Mone
Last tranzaction log backup: Mone
Maintenance
Maintenance plan: Mone
Collation name: I[Sewer default] j
0K I Cancel | Help |

Enter a unique database name and press OK. A new Databases entry with the specified name will be listed under
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Databases. “ASTRA_Experiment” will be used from here on to represent the name of the newly created

database.

D. Expose the database properties for the new database by expanding the tree for ASTRA_Experiment.

i SOL Server Enterprise Manager - [Console Root'Microsoft SQL Servers'SQL Server Group'({local) (Windows NTY\Databases]

‘T File

Ackion  Wiew Tools  Window  Help

e | A X 2RB @ %N BRE

[_1 Console Root
E| Microsoft SOL Servers
Eﬁ SQL Server Group
E& (local) (Wwindows MT)
£ [ —

d5ES
ASTRA_Experiment
E%' Diagrams
[F] Tables
i Views

-] Defaulks

% User Defined Data Types

User Defined Functions
Full-Text Catalogs

master

model

msdb

Marthwind

pubs

SeaPineDevelopment

SeaPinelncidents

SeaPineTestTrackPro

tempdb

i Data Transformation Services

¢-{_] Management

W e W]

7] Replication
Lo

||

& || Databases

10 Items

tempdb

Morthwind

ASTRA_Exp...

pubs

master

SeafineDey..,

model

Seafinelnd...

msdb

SeafineTes...

E. Right-click on the Users entry for ASTRA_Experiment and select “New Database User...”. The Database User
Properties — New User dialog will be displayed:

Database User Properties - New User E
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General |

Login name: ||

User name: I

'I Bermissions... |

Databaze role membership:

Permit in Database Role

db_cwner

db_acceszadmin
db_securnityadmin
db_ddladrmin
db_backupoperator
db_datareader
db_datawriter
db_denypdatareader
db_denydatawriter

ogoooooood

[

Froperties. .. |

o]

Cancel |

Help
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In the “Login name” field select <new>. The New Login dialog will be displayed:

S0L Server Login Properties - New Login

General | Server Flolesl Databaze Accessl

m‘? Mame: I

Authentication

€ windows Authentication

Drarnair:
Security access:

" Grant access

" S0L Server Authentication

Basaword: I

Defaults
Specify the default language and databaze for this login,

=
=

LDatabase: IAST Rié_Experiment

Language: I <Default>

o]

Cancel | Help

In the “Database” field near the bottom of the dialog select ASTRA_Experiment.

Press the “...” Browse button following the “Name” field. The following dialog is displayed:

SQL Server Login Properties - New Login

List Mames From; I@WATT

[

MHames:

Enterprise certification and renewal age

G0 nsU pdateProxy

Add Members... Search... |

DMS clients who are permitted to perfonll

Add Mame: I

QK | Cancel | Help |

. Use the “List Names From” field to select the domain containing the ASTRA groups created in Step 1 — Setup

User Accounts for ASTRA and SQL Server Database Access.
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J. Select one of the ASTRA groups created in Step 1 — Setup User Accounts for ASTRA and SQL Server Database
Access and press the Add button to place, then press OK. The following dialog will be updated with the selection:

SOL Server Login Properties - New Login E

General | Server Holesl Database .&ccessl

% Mame: IW‘I’.&TT\-’-\STH.& Researcher |

Authentication

% Windows Authentication
Domgir: WYATT =]

Security access:

" Deny access

' SOL Server Authentication

Eazzyond: I

Defaults

Specify the default language and databaze for this login,

Database: IAST Ré,_E speriment

[
[

Language: I <Default>

u] % I Cancel | Help |

K. Grant access permissions by selecting “Grant Access” under Windows Authentication.
L. Select the Database Access tab. The following dialog will be displayed:

S0L Server Login Properties - New Login
General I Server Foles  Database Access |

Specify which databaszes can be accesszed by thiz login,

ASTRA_E=periment ASTRA Researc
] il M arthuind
O @ SeaPinelevelopment
O @ SeaPinelncidents
O SeaPineTestTrackPro
o8 e -]

Databasze roles for ‘ASTRA_E speriment:

Permit in Databaze Role [
€ public

1€ db_awner -
1€ db_accessadmin

(| ﬁ db_zecurityadmin

[ € db ddladmin [~

Broperties |
ak I Cancel | Help |
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M. Select Permit row for ASTRA_Experiment and enable access by toggling the check mark for Permit.

N. Select any column of the ASTRA_Experiment row and set the Database roles for ‘ASTRA_Experiment’ in
lower section of the dialog, enabling the following:

o db_ddladmin
o db_datareader

o db_datawriter
0. Repeat steps F through N for all ASTRA access groups.

Exit the Enterprise Manager.
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Step 3 — Setup ODBC connection to SQL Server Database

Note: Depending on your network security permissions, this step may require that you log onto the local computer with an
account with aministrative permissions.

Q. Logon to the computer which will be running ASTRA.
R. Open Data Sources (ODBC).
Windows XP: navigate to Start, Control Panel, Administrative Tools and select Data Sources (ODBC).
Windows 2000: navigate to Start, Settings, Control Panel, Administrative Tools and select Data Sources (ODBC).

The ODBC Data Source Administrator will be displayed.

£'10DBC Data Source Administrator

ger SN Systern DSM lFiIe DSN ] Drivers] Tracing] Connection F'Doling] About ]

System Data Sources:

Diriveer - Add...

§ SOL Server
Microzoft Access Driver [(“n Bemove

il

Configure...

An ODBC System data source stores information about how to connect ta
the indicated data provider. & System data source is vigible to all users
an thiz machine, including MT services.

ok | Cancel | | Help |

S. Select the System DSN tab in the Administrator and press Add to create a reference to the existing SQL Server
Database created in Step 2 — Configure SQL Server Database. The Create new Data Source dialog will be
displayed:

Create New Data Source §|

Select a driver for which you want to zet up a data source.

I anne: | W
Microzoft ADBC for Oracle
Microzoft Paradox Driver [".db |
Microzoft Paradow-Treiber (*.db )
Microsoft Test Driver [*.tst: "cav)
Microsoft Test-Treiber [ tat; " cav]
Microzoft Visual FoxPro Driver
Microzoft Visual FosPro-Treiber
SGL Mative Client

SOL Server

S i R n P SO SR S S g ]

£
W

| Finizh | Cancel |

T. Select “SQL Server” and press Finish. The Create a New Data Source to SQL Server dialog will be displayed:
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U. Enter a unique name for the ODBC connection and select the server hosting the SQL Server Database.

Thiz wizard will help you create an DDBC data zource that you can uze to
connect to SAL Server.

What name do you want to use to refer to the data source?

Name: |AST Fi& Ewperiment SOLS erver

Howe do you want bo describe the data source’?

Description: |SQL Server Experiment Database

Which SAL Server do pou want to connect ha?

Server [WYATT-S0FTDEY3 =]

Finish | Mext > | Cancel | Help

Microsoft SQL Server DSN Configuration &l

Press Next to proceed to the next step. The Microsoft SQL Server DSN Configuration will be displayed:

Microsoft SQL Server DSN Configuration §|

How ghould SOL Server wenfy the authenticity of the login (D7

o Aadith Windows NT authentication using the netwark, login 10

With SOL Server authentication using a login |0 and password
entered by the uzer.

To change the netwark. librar uzed to communicate with SOL Server,
click Client Configuration.

Client Configuration. ..

v LConnect to SOL Server to obtain default settings for the
additional configuration options.

< Back | Mest » | Cancel Help

V. Select “With Windows NT authentication using the network login ID”.
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W. Enable “Connect to SQL Server to obtain default setting for the additional configuration options”. Press Next to
proceed to the next step. The following dialog will be displayed:

Microsoft SOL Server DSN Configuration

[v Change the default database to:
5 T Ha, Experimen j

[ Attach database filenanne:

[V UseANS| quoted identifiers.
[¥ Use ANS| nulls. paddings and warmings.

-

< Back | Mest » | Cancel | Help |

X. Enable “Change the default database to:” and select the SQL Server Database from Step 2 — Configure SQL
Server Database. Press the Next to proceed to the next step. The following dialog will be displayed:
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Microsoft SOL Server DSN Configuration fgl

[~ Change the lahguage of SOL Server system ressages to:

I []

[v Uze strang encryphion for datz

[v Perform translation for character data

B Usze regional zettings when outputting currency, numbers, dates and
times.

[~ Save long running quernies to the log fils:

Long query time [milizeconds]:

[ Log ODBC driver statistics to the log file:

| oz |
< Back | Firizh | Cancel | Help |
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Y. Press Finish to complete the setup.The following dialog will be displayed:

0DBC Microsoft SQL Server Setup E|

A new ODBEC data source will be created with the following
configuration:

Microzoft SOL Server DDBC Driver Version 03.85.1117

Data Source Mame: ASTRA Experiment SOLServer

Data Source Description: SGL Server Experiment Database
Server WraTT-50FTDEWVS

Databaze: [Default]

Language: [0 efault)]

Tranzlate Character Data: ez

Log Long Running Queries: Mo

Log Driver Statistics Mo

Usze Integrated Securty: Yes

Uze Reqgional Settings: Mo

Frepared Statements Option: Drop temporary procedures ok
dizcotinect

Use Failover Server: Mo

Uze AMSI| Quoted |dentifiers: es

Usge ANSI Null. Paddings and W arnings: 'es

Data Encryption: Mo

|Iest fafa §ource.. | oK Cancel

Z. Press “Test Data Source...” to validate the setup. If successful, the following dialog will be displayed:

SOL Server ODBC Data Source Test §|

Test Results

Microzoft SGL Server ODBC Driver Version 03.85.1117
Riunhing connectivity tests.

Attempling contection

Connection established

“erifying optioh settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

AA.Press OK to close the SQL Server ODBC Data Source Text dialog.
BB.Press OK to close the ODBC Microsoft SQL Server Setup dialog.

CC.Press OK to close the ODBC Data Source Administrator dialog.

M6003 Rev B Page 11 of 13



ASTRA V: SQL Server 2002 Configuration

Step 4 — Setup ASTRA w/Security Pack
C. Install ASTRA.
D. Enable the Security pack feature in ASTRA (this feature enables 21 CFR compatibility).
1. Run ASTRA

2. From the System menu, select Feature Activation. The following dialog will be displayed:

Feature Activation E|
*I Feature ‘ Key | Cloze
-
" |Base Ls Module FrEE_txx+I-GZE
= " |Extended LS Modules
| online a2 FxkE ok xEH-4EL
| particle Analysis FrEE otk R-NEK
] Protein Conjugate Analysis FEEE_EEEXC_OQLT
" |0ELS Module T
| R Medule ErEE_EEE AT 4LEY
I Viscometer Module *rxx ok *I-LWHE

Select “ASTRA V w/Security Pack” in the first feature entry and enter the Security Pack key received from
Wyatt Technology and Press the Close button.

3. Exit ASTRA, to enable the Security Pack feature.

The next logon will require that you enter a user name, password and domain associated with an ASTRA
access group setup in steps B through C to use ASTRA.

4. Run ASTRA, logon with an account with ASTRA Administrative group membership.

5. From the System menu, select Database Administration then select Connect to Database. The Select
Data Source dialog will be displayed:

Select Data Source @El

File Data Source  Machine Data Source l

Data Source Mame Type Description -

ASTRA Experiment SOLSer.. System  SCGL Server Experiment D atabase

ASTRA Sypstem Syztem  Astra b Spstem Databasze

dBASE Files Uzer

Eucel Files Uszer

GMSales_Mkig Spatem  GoldMine Sales and Marketing Datab

GEMSales_Mktg Contacts Swatem  GoldMine Sales and Marketing Conta

GMSales_Mktg Syztem Syztem

GMSwe_Support Data Swztem  GoldMine Service and Support =

LR L e L LT S 1hama

< >
Mew...

A Machine Data Source iz specific to thiz machine, ahd cannat be shared.
"User” data zources are specific to a user on thiz maching. "System' data
zources can be uzed by all uzers on this machine, or by & system-wide service.

QK | Cancel | Help |

6. Select the Machine Data Source tab, then select the ODBC SQL Server database connection that was
established in Step 3 — Setup ODBC connection to SQL Server Database.
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7. Press OK to close the dialog.
8. Exit ASTRA to start using the selected database.
9. Run ASTRA, logon with an account with ASTRA Administrative group membership.

10. From the System menu, select Database Administration then select Properties. The Database Properties
dialog will be displayed:

Il Database Properties @@
| Label | " alue
Server Name WATT-5OFTDEWS
Data Source Mame  ASTRA Experiment SOLServer
Databaze Path ASTRA_Experment
User Name dbo
ODBC Version 03.52.0000
Driver Hame SOLSRVIZDLL
Driver Yersion 03.85.1117
DBMS Mame Microsoft SEL Server
DBMS Verzsion 08.00.0760
< >

11. Close the dialog by pressing Close.
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