ReadMe — Windows Firewall Configuration

Computer firewall security software is an integral part of a secure computer environment. Unfortunately, the default
settings for most firewalls will disable/block the ASTRA software from communicating with Wyatt Technology instruments
via a TCP/IP network interface.

Important: The ASTRA software package also uses Distributed Component Object Model (DCOM) communication
over a TCP/IP network to communicate with certain Wyatt Technology instruments. If you will collect or
monitor data from a ViscoStar, ViscoStar-Il, or Optilab rEX, you will also need to follow the Windows
DCOM configuration instructions:

ReadMe — Windows DCOM Configuration (M6006)

Modification of the firewall configuration is required on computers running ASTRA that will collect or monitor data from any
of the following:

o DAWN HELEOS (with or without embedded QELS)

o miniDAWN TREOS (with or without embedded QELS)
o Optilab rEX or Optilab T-rEX

o ViscoStar or ViscoStar I

The ASTRA software installer will add the necessary firewall exceptions to the Windows Firewall during the installation
process. If the Windows Firewall exceptions added by the ASTRA installer are modified, you can re-apply the exceptions
by running the installer in repair mode.

If a firewall other than the Windows Firewall is used, you must manually configure the firewall with the necessary
exceptions as outlined below.

Note: Windows Administrator privileges will be required to complete the firewall configuration process.

The following instructions detail how to configure the Windows firewall:
1. Required Firewall EXCepPtions ............ccocoiiiiiiiiiii e Page 2
2. Configuring the Windows Firewall
Al WINAOWS XP ettt e et e e s enne s Page 3
B. Windows VISTA or WINAOWS 7 ...cooiiiiiiiiiiiee e Page 7
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1. Required Firewall Exceptions

Several TCP/IP network TCP/UDP ports and installed ASTRA application exceptions are required if the client
computer running ASTRA has an enabled firewall and needs to communicate with Wyatt Technology instruments over
a TCP/IP network:

A. TCP Port Exception required by ASTRA:
o 135 (Wyatt Instrument Communication)

B. TCP Port Exceptions for Wyatt Technology instruments

o 9001 (DAWN HELEOS/TREQOS Instrument Communication)
o 9002 (ViscoStar Instrument Communication)
o 9003 (QELS Instrument Communication)

Note: The DAWN HELEOS/TREOS instrument has an embedded QELS option. The embedded
QELS option requires TCP Port 9003.

C. ASTRA Application Exceptions
o astra.exe
o diagnosticmanager.exe
o wsislocalu.exe

The default path for these files is based on the installed operating system configuration:
= 32-bit Windows, “C:\Program Files\WTC\ASTRA 6”
= 64-bit Windows, “C:\Program Files (x86)\WTC\ASTRA 6”

D. Shared Component Application Exceptions
o isiu.exe
o wsisu.exe

The default path for these files is based on the installed operating system configuration:
= 32-bit Windows, “C:\Program Files\WTC\ASTRA 5.3”
= 64-bit Windows, “C:\Program Files (x86)\WTC\ASTRA 5.3”
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2. Configuring the Windows Firewall - Instructions
A. Windows XP Firewall
1. From the Start menu, choose Control Panel.

2. Inthe Control Panel, open the Windows Firewall.

%= Windows Firewall E|

General | Enceptions || Advanced

“windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer thiough the Intemnet or a network.

@ ©ffin frecommended]
This setting blacks all cutside sources o connecting o this
computer, with the exception of those selected on the Exceptions Lab.
[] Don't allow exceptions
Select this when you connect to public netwarks in less sscurs
locations, such a¢ aiports. ou will not be notfisd when \wWindows

Firewall blacks programe. Selections on the Exceptions tab wil be
ignored,

@ O Off (not recommended)

Awoid using this setting. Turming off Windows Fireveall may make this
computer more vulnerable to viruses and intruders.

“Windaws Firewall is using your domain settings.

what else should | know about Windows Fireveall?

3. If the Windows Firewall is enabled, verify that the Don’t allow exceptions option is NOT enabled.

4. Select the Exceptions tab. You will need to add Port and program exceptions to the Programs and Services
exception list.

"= Windows Firewall

General| Exceptions | Advanced

Windows Firewall is tumned off. Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the
General tab and select On,

Programs and Services:

Hame

Wi File and Printer Sharing
FRemate Assistance

[ Remate Desktop
CIUPNP Framework

[ AddProgiam.. | [ AddPor.. [ Ede. ]

Display a notification when Windows Firewall blocks a program

What are the risks of sllowing exceptions?

5. Press the Add Port button.
Add a Port X

Use these settings ta apen a part through "indows Firewall. Ta find the port
number and protocol, consult the documentation for the program or service you
want to use.

Marme: | Wyatt Communications
Port humber: |135

@ IcP Qupr

wihat are the risks of opening & port?
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6. Configure the port settings.

a.
b.

C.

Enter Wyatt Communications in the Name field.

Enter 135 in the Port number field.

Set Port Protocol to TCP by selecting the TCP radio button.
Press the Change Scope button.

Change Scope g|

To zpecify the zet of computers for which thiz port or program iz unblocked, click an
option below,

To zpecify a custom list, type a list of |P addresses, subnets, or both, separated by
COMMas.

O My network [subnet] only

(O Custom list:

Example: 132.168.114.201,192.168.114.201 /255,255 255.0

[ Ok H Cancel ]

Confirm that the Any computer (including those on the internet) option is selected. Press OK to return

to the Add a Port dialog.
Press OK to complete the Add a Port process.

Note: If the port exception already exists, you can safely ignore any error
message indicating that the port “cannot be added. An entry for the same
port already exists.” This error just means another application required
TCP Port 135, and has already configured your system appropriately. Go
on to the next step.

Windows Firewall

@ The port 'TCP 135 {Wyatt Communications) cannot be added. An entry For the same port 'TCP 135 (DCOMY already exists,

7. Repeat steps 5 and 6 for the following TCP ports:

Label Port Protocol
Wyatt ASTRA 6 (TCP 9001) 9001 TCP
Wyatt ASTRA 6 (TCP 9001) 9002 TCP
Wyatt ASTRA 6 (TCP 9001) 9003 TCP

Note: If the port exception already exists, you will receive an error (indicating that

M6001 Rev C1

one of the entries was already in use) for the Step 7 entry, no entry for the
attempted duplicate is created and you can safely ignore this and continue
with the rest of the configuration.
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8. Press the Add Program button.

9. Press the Browse button.

fdd a Program

To allow communications with a program by adding it to the E xceptions list,
select the program, or click Browse to search for one that is not listed.

Proaramsz:
E B sk Builder
Eﬂ Create Rescue Diskettes

% Diagnostic Manager

@ Drive Image 2002

Empower Lagin

%‘ ImageE #plarer

Q Internet Explorer

L,"E] Outlook Express

:'j% Register Acquizition Server Printers
H vF Editor

-3Wmdows Messenger

X

Path: |E'\F‘rngram Filez\Powerfuest\Drive Image 20 | [ Browse. .

]

LChange scope. ..

Browse

Look i | ) Astia 3

] O &

RIX]

z [ChDatabase
'J [CiReports
My Docurents | |C)5ample Data
astra.exe
= S diagnosticmanager.exs
3);3 v exe

My Computer || isiu.exe

»
My Network
Places

©)

Desktop

* File name: \ v Coen ]

Favorltes Files of type: | Applications [* exe;” com?” icd] ~|

[ Caned ]

a. Navigate to the ASTRA install location.

The default path for these files is based on the installed operating system configuration:
= 32-bit Windows, “C:\Program Files\WTC\ASTRA 6”
= 64-bit Windows, “C:\Program Files (x86)\WTC\ASTRA 6”

b. Select astra.exe.

Press the Open button.

The Add a program dialog will now include the ‘ASTRA.exe’ program in its list. Click the OK button.
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Add a Program

To allow communications with & program by adding it to the Exceptiong list,

zelect the program, or click Browse to search fior one that is naot listed.

Programs:

3

S 45TRA eve

&l Boot Disk. Buider

ﬁ Create Rescue Diskettes
@ Diagnostic Manager

ﬁ> [Dirive Image 2002
Empower Login

%} ImageE xplorer

@ Intermet Explorer

&] Outlook Express

:fﬁ Register Acquisition Server Printers
H vF Editor

Path: |C:\Frogram FilestWTChistia ViaSTRAexe | [ Erowse.

m

][ Cancel ]
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10. Repeat steps 8 and 9 for the following applications.
a. ASTRA Files in the same directory as astra.exe
= diagnosticmanager.exe
= wisilocalu.exe
b. Shared files in “C:\Program Files\WTC\ASTRA 5.3”
= isiu.exe
= wisiu.exe

11. Press OK to save all settings and close the Windows Firewall.
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B. Windows Vista & Windows 7 Firewall
1. From the Start menu, choose Control Panel.
2. In the Control Panel, open the Windows Firewall.

ﬂ » Control Panel » All Control Panel Items » Windows Firewall earch Control Panel

Control Panel H . . .
Sl Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
@) Change notification settings How does a firewall help protect my computer?
) Turn Windows Firewall on or What are network locations?
off = ~
i = (~)
B Restore defaults . @ Home or work (private) networks Connected (&
@' Advanced seftings Networks at home or work where you know and trust the people and devices on the network
Troubleshoot my network
Windows Firewall state: On
Incoming connections: Block all connections to pragrams that are nat on
the list of allowed programs
Active home or work (private) networks: Be wyatt.com
Motification state: Notify me when Windows Firewall blocks a new
program
. @ Public netwarks Not Connected (v)

See also
Action Center

Metwork and Sharing Center

3. Select Advanced settings on the left-hand side of the window. The Windows Firewall with Advanced
Security window will be displayed.

Eile Action Miew Help
8 e e e e -
S nbound Rules Name Group 2 Profile  Enabled  Action * || Inbound Rules =
[E% Outbound Rules
B4 Connection Security Rules || @ Acronis Managed Machine Service Private  Yes Allow | || @ NewRule..
- B, Monitering (@ Acronis Managed Machine Service Private  Yes Allow | Filter by Profile »
@ Acronis Remote Agent Service Private  Ves Allow |= i
(@ Acronis Remote Agent Service Private  Ves allow ||| T Fitter by State £
@ba:kupre:ovaryadvanced‘11639_s_en‘axe Private  Yes Allow | | 7 Filter by Group 4
(@ backuprecoveryadvanced.11639_s_en.exe Private  Yes Allow Vica »
@Create a System Repair Disc Private  Yes Allow @ Refresh
@ Create a System Repair Disc Domain Mo Allow
@ Create 2 System Repair Disc Domain Mo Allow = Export List..
(@ Create a System Repair Disc Private  Yes Allow Help
@ QA Wizard Pro Private  Yes Allow
@ QA Wizard Pro Private  Yes Allow
@ QA Wizard Pro Private  Ves Allow
@ QA Wizard Pro Private  Yes Allaw
@QAW\zard Status Tool Private Yes Allow
@ QAWLicense Private  Ves Allow
@ gawstatusTool Private  Yes Allow
@QAWStatusToo\ Private Yes Allow
@ Wystt Communication Al Yes Allow
.EranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr.. All No Allow
.EranchCa(he Hosted Cache Server (HTT... BranchCache - Hosted Cach... All No Allow
.BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove..  All No Allow
.Connact to a Network Projector (TCP-In)  Connect to a Network Proje..  Private.. Mo Allow
@ Connect to a Network Projector (TCP-In)  Connect to a Network Proje...  Domain Mo Allaw
@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje...  Private.. Mo Allow
.Connecttoa Network Projector (WSD Ev.. Connectto a Network Proje..  Domain Mo Allow
@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje...  Domain Mo Allow
.Connacttu a Network Projector (WSD Ev... Connectto a Network Proje...  Private.. Mo Allow
@ Connect to a Network Projector (WSD-In)  Connect to a Network Proje...  All No Allow
(@ Core Networking - Destination Unreacha... Core Networking All Yes Allow
@Core Networking - Destination Unreacha... Core Networking All Yes Allow
(@) Core Networking - Dynamic Host Config... Core Networking Al Yes Allow  ~
< 1 (N [ | 3

4. Click on the Inbound Rules option on the left hand side of the window.
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5. Select New Rule from the right hand side of the window, to open the New Inbound Rule Wizard.

Rule Type

Select the type of firewall rule to create.

Steps:
o Rule Type Wihat type of rule would you lie to create?
@ Protocol and Ports
@ Action O B
@ FProfie Rule that controls connections for a program.
@ Name @ Port
Fule that controls connections fora TCP or UDP port
_) Predefined:
BranchCache - Content Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience.
*) Custom

Custom nule:

Leam more about nule types

gy e

6. Select the Port radio button and press the Next button.

a.
b.
c.
d.

Select the TCP option, enter 135 in Specific local ports then press the Next button.

Select Allow the connection then press Next.
Enable Domain, Private and Public then press Next.
Enter “TCP Port 135” for the Name then press Finish.

7. Repeat steps 5 and 6 for the following TCP ports:

Label Port Protocol

Wyatt ASTRA 6 (TCP 9001) | 9001 TCP

Wyatt ASTRA 6 (TCP 9001) [ 9002 | TCP

Wyatt ASTRA 6 (TCP 9001) | 9003 TCP

8. Close the Windows Firewall with Advanced Security window.

M6001 Rev C1

8 of 10



ReadMe — Windows Firewall Configuration

9. Select Allow a program or feature through Windows Firewall on the left-hand side of the Windows
Firewall window. The Allowed Programs window will be displayed.

J& 3= & » Control Panel » All Control Panel tems » Windows Firewall + 43 l| search controt Panet P

Control Panel Home

Allow a program or feature
through Windows Firewall

@ Change notification settings

) Turn Windows Firewall on er
off

%) Restore defaults
) Advanced settings

Troubleshoot my network

See also
Action Center
Metwork and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?
. @ Home or work (private) networks Connected (&)

Networks at home or work where you know and trust the people and devices on the netwerk

Windows Firewall state: On

Incoming connections: Block all cennections to programs that are not on
the list of allowed programs

Active home or work (private) networks: [ wyatt.com

Motification state: Motify me when Windows Firewall blocks a new
program

I @ Public networks Not Connected '.\:':.'

10. Press the Change Settings button to enable the Allow another program button.

K5\ )= 6 < Windows Firewall » Allowed Programs S e )

Name

Acronis Managed Machin:
Acronis Remote Agent Service
backuprecoveryadvanced.11639_s_en.exe

[ BranchCache - Peer Discovery (Uses WSD)
[ Connect to a Network Projector

Core Networking

Create a System Repair Disc

[ Distributed Transaction Coordinator

[ File and Printer Sharing

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing 2 program te communicate? [ @ change settings |

Allowed programs and features:

Home/Work (Private) Public =

[2]
O
]
[ BranchCache - Content Retrieval (Uses HTTP) O m]
[ BranchCache - Hosted Cache Client (Uses HTTPS) O O
[ BranchCache - Hosted Cache Server (Uses HTTPS) O m]
O O
O O
O
O O
O [1 &S
Details..

Allow another program...
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11. Select Allow another program, to open the Add a program dialog.
’AddaProgram - {EJ&J

Select the program you want to add, or click Browse to find one that is not
listed, and then click OK.

Programs:

3 APT Text Viewer .
. application Performance Explorer

Enpp\icat\on Yerifier

[ application verifier (x64)

SasTRA

. attractive Dialogs

5.4 Audible Download Manager
AudibleManager
¥ nuta Ticker Generator
-1 Automation Manager
AutoPlay Menu Studio 2.0 &

Path: Ci\Program Files (x86)\WTC\Astra 5. 3astran | Browse...

What are the risks of unblocking & program?

Wau can choose which netwark location bypes to add this program to.

| Metwork location types. .. | [ Add Il Cancel ]

a. Press Network location types and enable Domain, Home/Network and Public, then press OK to
accept the location type and close the dialog.

Choose Network Lacation Types =8

Allows this program or port to communicate through Windows
Firewall For the selected network locations:

/| Domain: Metworks at a warkplace that are
attached to a domain

/| Homework (Private): Metwarks at home or work.
where you know and brust the people and
devices on the network

/|Public: Metworks in public places such as airparts
or coffes shops,

What are netwark locations?

=

Press the Browse button.

o

Navigate to the ASTRA install location.

The default path for astra.exe is based on the installed operating system configuration:
= 32-bit Windows, “C:\Program Files\WTC\ASTRA 6”
= 64-bit Windows, “C:\Program Files (x86)\WTC\ASTRA 6”

a. Select astra.exe and press the Open button.
b. Press Add to update the allowed programs and features list.
12. Repeat step 10 for the following applications:
a. ASTRA Files in the same directory as astra.exe
= diagnosticmanager.exe
= wisilocalu.exe
b. Shared files in “C:\Program Files\WTC\ASTRA 5.3”
= isiu.exe
= wisiu.exe

12. Press OK to close the Allowed Programs window.
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